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Screen capture is disabled by your administrator for security reasons.
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@ Citrix Workspace

Suspicious activity alert!

An attempt to load an unknown module that
violated security policy has been detected and
prevented.
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App Protection 3> K—R > FHT X F—=ILEATVBEIE. 7w 7oL — FIEEIEY
K—=RIATVWFEA, 7w TTL— R SBICIF. Linux/ai7Citrix Workspace 77 71 & 77 >
TXR=INL. ¥ 2FEHBEELTHS. FHLON=232F 17— TS /S

o

Ty L—RHROREZRBETZH. FILWN—23 >0 X M—ILT BHEIIC,
Linuxf@ ( Citrix Workspace 7 7 DFWN—I 3> %2 7 UA VA R—ILL. Y>> %BiLE
TR EEHOLET, FLIE. T4V b=, PYA VA=, BLUEHI %
BRELTLEIL,

Mac[[ (7} Citrix Workspace 77 7 1J
Mac[alF Citrix Workspace 77 1) MR D App ProtectiontfsEZ #8% L £ 9,
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Global App Configurationtt —E RUIZFER L TEREES SV THT—EX TS 71> DF—0O
FUOWMREBEET v ITF IR EEHRT 3ICIE&.  TGlobal App Configurationtr — E XUI% £
BALTRIASLVEIL I —ER TSI >DF—OF VI WREBEEF ¥ TF v AR L EBR
951 #2BRLTIEEL,

APIZFEAL RIS LV LI I —ER TS0 >0F—OF VI WK CER T v 7 F vt
RTEBHT BICIE. [GACSAPIZFER LTRSS SV TH—ER TSI >0F—0OF
VOWRCBEF Y T F Y UEREBRT D1 EBRELTIEEIL,

Virtual Apps and DesktopsD ¥ —OF VI MR EBEEF v 7 F v W R ZEH T B I1C13.
l'Virtual Apps and DesktopsDF—OF VI WKL EEHF v T F v K ZHEBR T 51 28RL
TLIET L,

WebH LK USaaS7 7 DF—OF VWK EBEF v TF v RKEZBET 3I1C1E. Twebd
SUSaaS7 ) OF—OF VIR BEEF ¥ S F R BHRT 51 2BBLTLRES
Lo

App Protection’R1) & — DI AZEE T BI1CIE.  TApp Protection’R1) & — DRI A X BT
%] 2BRLTLIZE0W,

App Protection’RRXF v F v Iz T 3ICi&. TApp ProtectionRAF v F v I =T
%1 ZBRBRL TS,

iOS[al |7 Citrix Workspace 77 1) }

F—OF IR

b=

Citrix Virtual Apps and Desktops/\—<° 3 21912 LTSRUB%,
StoreFront™/\—< 3 21912 LTSR % = I&Workspace,
iOSHRCitrix Workspace 7 1) /N\—0 3 >24.9.0L4F%,

7% App ProtectionS 1 £ > X,

REFR !

App ProtectionR') > —lF. BEREBZ3ARL—Ta0 VI AT LONEKE (BEF¥ v
FyRFx—HR— RFANDOBEBIIHEREDAPIFEUHL) NOT7IERETIINEI VT
B THEEL 9, CMhid. App Protection”R) > —hH, B RAZLELVERD/\vF
Y= IICH L THREZRET I VWS ZEKRLET, LHL. AXRL—FTr 25
SZATLAERTBICONT, BEF v 7FyeF—OF 2 J0FHLVWAEENHRLE T,
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HHIFENSZRELFNLALEIT TVWEIH. KEDBRPERICEVWTRERREZ R
IHILIFTETEEAS

B

iIOShRCitrix Workspace™ 77 1) Tld. UTOF—OF VIRWES LK CEEF v 7F v W HTHEEE
BETEXT,

« Citrix Virtual Apps and Desktops - Citrix Virtual Apps and Desktops®D ¥ —OF VI W&ESH &

B+ v 7F v X EEEIE. DDCTHEBH TE 9, App ProtectionZR!J) & —Id. DDCD TV

N)=FI—FICERAINFT, #FLIE MRE7Z7IUSLVTRI by TOF—0OF >0
WEREEBF v 7 F vy AEOEHRI 28RL T TV

s Web7 U ELUSaaST7 S -Web7 T ELUSaaST7 7 0Fx—AF IWES L UEE
* v TF v W EILAEIX. Secure Private Accessi ) >~ —Z@BLU THERTIF 9, 5L <
'Web7 7 ELVSaaS7 U DF—OF VI WREREBEF v 7 F vy IEROEBRI ZBEL
TL7Z&LY,

- ERELHEME - FREIEEDOF—OF /WK E S OCEEF v+ 7F v WHEkEEIE. Global App
Configurationtt — £ X ¥ Unified Endpoint ManagementY ) 2 —> 3 > %R L THER TSI £
ER

GLOBAL APP CONFIGURATIONH—E XD fEH
s EE OEEF ¥ TF v EiEEIS. UTZFERLTERTET £,

o UIDEAA
« APID{EHA

UIDfER:

Citrix Workspace 77 1) for iOS 24.9.0/X\—< 3 > A%, Citrix Workspace 77 1) Tld. Global App
Configurationtt — E X (GACS) %z A L CEREEEmM (F ICApp Protectionz i CTE £ 95

GACSZFER LTV YFRIV-—F v ITF vtz BHMICT 5 &, REEICERAINE I,
EIEE(E. Workspace Configuration Ul%Z 888 L TApp ProtectionZz #8, T £ 9,
1. Citrix Cloud™ 7 A0 > MZH 1 >4 > L. Workspace ConfigurationZz ERL £,

Workspacet&F{(/en-us/citrix-workspace-app/media/step-1-workspace-configuration.png)

2. PTTVBR >tEFaV T+ LBEE> 7T RE 22 RL I TS

2% 2 1) 7« & F2EE(/en-us/citrix-workspace-app/media/step-2-security-and-authentication.png)
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Anti Key Loggingz 27 ) w o L. RIZIOSARL —T1 VI RTLEERLET,

w

4. Anti Screen Capturez 7)o L. RICIOSHARL —Fo4 VI RTLZERLE T,
5. Enabled 87 JLR&Z > %21 w2 L. RICPublish Draftsz 27 1) v o L7,
6. Publish Settings¥ 1 7OJ 7Ry X T, Yesz Vv LFT,

AR TE (/en-us/citrix-workspace-app/media/publish-settings.png)
APIDSER:

EIEE(IAPIZ fEF L TApp Protectiont¥8EZ 8 TZ £ 9, Citrix Workspace 7 1) for iOSDE%
EIIRDEED T,

FPUOFRO) =2 TF v BRI ISERICT BIHRE:

“name”: “enable anti screen capture for auth ” “value”: “true” or “false”

TOFF—OF VI 2B IRIERICT BRE:
I “name”: “enable anti key-logging for auth ” “value”: “true” or “false”

fil:

LUFIE. GACSDCitrix Workspace 7 ZURNFIC TV F ROV =% v FTF v ELVT7FF—0O
FUUHBEZBMNCT 271D > FILISONT 71 IIL T,

"category": "App Protection",

"userOverride": false,

"assignedTo": [
"AllUsersNoAuthentication"

1,

"settings": [{

"name": "Enable Anti Screen Capture For Auth",
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"value": "true"

3

{
"name": "Enable Anti Key Logging For Auth",
"value": "true"

1]

HEIY RV NEEBY U a—2 3 >R

iIOShRCitrix Workspace 7 71 D /N—0 3 224.9. 0L %, BEIEE (LERELEE TApp ProtectioniéaE
BWICTETET, BEEIE. AppConfigR—XDF—CEORT7HFEAL T DEEEEZ B TE £
ER

s PUFRIVN—F v TFvEEMCTBICIF !
o & —: enableAntiScreenCaptureForAuth
o fBEDE: T— L&
o f&:
o trUelCERET DL TUF RV —2F v TFvREEDNBMICHD T,
o falselCBRET DL PYFRIU—VF v ITFvEENBMIHRD FY,
s VUFF—OF T ZB/MCTBICE
o F—: enableAntiKeylLoggingForAuth
- fEDE: T—ILfE
o f&:
o true ICRRET D & F—OF VI WHREREDEMICHRD F75
o false ICRRET B & F—OF VI WREEDBRICHKRD £,
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ARZLF—R—RE2EDICT3FIR

F—OF VI ERBEDENT, DRELF—R—FREERA MLy FHRAICHEO>TVS
mes BT 7). RETZXT by Web7FU, FFldSaaST7 TV ZzH< N TEI. KR
DEEXAyE—IUHRTEINE T,

F—0OF > I WEDEI T T (len-us/citrix-workspace-app/media/anti-keylogging-enabled-
options.png)

ARZLF—R— R ZE NI BICIF. ROFIEZRITLE T,

1. AIRDEZIATATRYIRXT, F—R—FATF2a3>20)vILET,

2. ANTRENSHARRALX—R—FZFERAOF IV IZALET, DRAELF—R— FZER
ICTB3AAT7OTRY IADNKRRENET,

3. HRBALFXF—R—REEMICTEZIH A T7OIRYIITRTZIVvILET, BTHRE1T
OJRy IABRRRINE T,

4, OKZ 7)) w2 L%Y, Citrix Workspace7 7UHMET L. ZEBZKRMRT Z7-HICEHICHIL
BLEY,
HIPREE
o F—OF > JBHLE:
F—OFVIBHLEIF. VI REF—R—FZNLTDHFBEMTY, N— Rz 7F—HR— R
F—OF U IWEEEICLK > TREINEE Ao
- BEIEEOF—OF > U 3E:
BEOZXNTHESTZHBE. RUS—DEWVCEIDBEEDNRET 2A8EELHD £7,
« SRATLTTIH:
SRATLITZOHEFERLTWVWSIGE. SRMEAOF—OF VI WNREEIF T R— FEThEE
Ao
« Web- >&—7 x—XBEEEH:

Web-( >4 —7 1 —XFEEEE TIE. BEF ¥ 7F v R L F—OF > I X REBEIZ Y
R—bThFEFtA

EE*F v 7 F v X

iOShRCitrix Workspace 7 1) /N—3 3 > 24.9.0L & Tid. UTOEBEENBRICHRD 95
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AndroidhRCitrix Workspace 7 /1)

AItRS {4
« Citrix Virtual Apps and Desktops/\—<° 3 21912 LTSRUAB%,
« StoreFront/\—< 3 21912 LTSR % 7z I&Workspace,
« AndroidhRCitrix Workspace 7 1) )N\—20 3 >24.7.0L4F%,

« B¥7%:App ProtectionS - 7> X

B
MUTOEBICOWVWT. BEF ¥ 7F v HREEZERTET XY,
« Citrix Virtual Apps and Desktops - Citrix Virtual Apps and Desktops D EIE 3 v 7 F v B LE#%
BEISDDCTHR TE £ 9, App ProtectionR) >~ —(&. DDCOTFUNU—=FIIL—FITERIN

9, FMICDOVLWTIX. TVirtual Apps and Desktops®D ¥ —0OF > JBhLE C BIEF v+ 7F v
IEDHER ZBRB LTS W,

« WebH LU'SaaST7 7V - WebdH £ U'SaaS7 71 OEEF v 7F v BHLEKEEIX. Secure
Private Access’R!) o —%ZB L TR TET 9, SFMICDOVWTIE. TWebB LUSaaST7 D
BEF* v 7 FvHLEOER] Z8RLT T,

o ERELEME - FREIEEm OB v 7 F v PhLE#EEIE. Global App Configurationtf —E ZH KT
Unified Endpoint ManagementY/ ') 2—> 3 V& FER L THEBRTET £ 95

Global App Configurationtt—E X D{ER
RAEEOEEF v 7 F vBilEREEIE. UTZERBLTHERTE XY,

. UIDTEMA
« APIDfEF

UIDfER:

Citrix Workspace 7 1) Ti&. Global App Configurationtt —E X (GACS) %{FERB L T. FRiEE
DApp ProtectionZ # TE £ 9%

GACSZfER L CTEEF v 7 F vl BICT 2 L. SREEEICER SN E T,
EIEE X, Workspace Configuration Ul%Z &£/ L TApp Protectionz #8 TX £ 9,

1. Citrix Cloud 77 h > bt >+ > L. Workspace ConfigurationZz #R L £ 75
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B e Cion Yt Start Page
X Kellighs a @
Homa
My Services - -

i 7 =~

10 91 2o

Lk v
Library ; :

Library Offerings Resource Locations Domain Notifications
Identity and Access Management (Cview Library ) (EditorAddNew ) (Add New Cviewall )
Network Locations
Resource Locations
Licensing

My Services (5)
Workspace Configuration
=R &3 36233 o =20 " £338233 £2 38233
Support Tickte it (o) 4} : o)
Analytics Daa§ service profile xaccp! Remote ation () Private Access profile xacep!
Notifications Security. performance and usage insights Daat sarvce profle nacee tectcarperate netmerk from wek based Zora Trast il XD service protie acepl
System Log
s more Lo mors Laon mors s mors

2. TTVBH >tEF 2V 71 B> 7T REZERL X9

= cinx

Home > Werkspace Confisuration > App Configuraton > mcmsumr

Workspace URL. hitos/apppautogloudcon  Production v

Gtorewide v ) &R Preview  © D) cione settings @ Submit Foodback
Sear a O #ndroid O chvameos 0 Himis, Oios O O Windows
Undates and Plug-ins Anti Key Logging
2Configured. 0 Unsaved A

> App Experionce rom capturing keyst

~ Secuity and Authentication

Mac Enabiod Configared

Authentication
Security Preferences Windows eravies @) Confiewred

> Session Experience

> HDX and Multimedia

> Enterprise Browser

> Accessories Anti Screen Capture
4Configured 0 Unsaved A
Ensbles o
Resetal todefault
Android Enabled Configured
ios Enabled Conigurea
Mac Enabied Configured

Windows travted @) | Confisured

3. TPOFZROVI=>F%TFv] Z27) v L. AndroidZARL —F4 VI AT L%EERL
F 95

4. TH% IIWRE> ZI )y oL, TRST ORI 20V v I LET,
5. TREREI A4 7AJRyIXT. RBW 20Uy I LET,

84



CITRIX WORKSPACE™ 7 /1)

Publish Settings

Do youwant to publish these settings in Production?

APIDfERA :

BEIEE IIAPIZ {FF L TApp Protectiontge = 8 T F £ 9, Citrix Workspace7” 7!) (Android&
1) OFVFRO)—=>F v TF v EBMEISENICTIHRE !

“name”: “enable anti screen capture for auth ” “value”: “true” or “false”

il : LUFIE. GACSTCitrix Workspace 7 FU DTV F RV ) —>F v T F v ez M T B
BHDISONT 71 ILDH > FILTE,

"category": "App Protection",

"userOverride": false,

"assignedTo": [
"AllUsersNoAuthentication"

1

"settings": [{

"name": "Enable Anti Screen Capture For Auth",
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"value": "true"

iy

Unified Endpoint ManagementY/ 1) 2 —2< 3 > OfEH

Citrix Workspace 77 7') (Androidi@l}) D/N—< 3 >24.7.0L40%. EIEHE 3SR ETEE CApp
Protectiont&gex BXICTET £9, BEEIL. AppConfigR—XADF—EORT7EZFHALTID
KEEEZBRTE XY,

c VOFRI)=2F v TFvEBMMITBICIT:

o & — [ enableAntiScreenCaptureForAuth
- {EMHA! : Boolean

o fE:

o truellTRET B Y. PUF RV =% v TF e BMICHED £,
o falselCFRETDE. PUFRI) =2 v TFvEEBENEMICAD £,

HRFIH

TTURERID—F FICIVRRAbOEF2) T CREZBRIELTEICLICERZEL
TVWEY, BIEROMDIRTOEF 2 ) T HRFHE KR O —ZHEB LTSV, URXTFF
BFEMBEVRIETIE, #HESNIBROILDICEF2 VT EHER) -T2 FL— b2 EA
TEET, FHICOVWTE. TRUS—FT2TFL—k1 Z2BRBLTIEEL,

F—-OF VW REEREF v 7F v RHEOEK
F-OFVINRCERF V¥ ITF AR IE. UTICH L TERTETET,
s B LUVEILTH—ERTZT1Y
o RE7 ) B KUV TRT kv F(lja-jplcitrix-workspace-app/app-protection/configure/configure-

anti-keylogging-and-anti-screen-capture.html#configure-anti-keylogging-and-anti-screen-

capture-for-virtual-apps-and-desktops)

« Web$H K USaasS7” 1)
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BB LU TV —EX TSI OF—OF Y INREERF v 7 F vy NREEHAT
3

BB LV TH—ERTSIA 00X —OF VIRFREERF v 7 F v /HEKE. UTFOHE
THEMTEET.

WA WINDOWS MACHHIF LINUX@EF losmElF ANDROIDF]
MFCITRIX CITRIX CITRIX CITRIX IFCITRIX
WORKSPAC  WORKSPAC  WORKSPAC  WORKSPAC  WORKSPAC
E™7 U E7 7Y E7 Y E7 Y E7 7Y

TI—TR iEn ARV ARV (AIAY-4 (RIS

)o—#7

D s 1))

£/

Global App =40 =40 LW x =40 (=40

Configuratio

nt—EX%

M

AuthManCo AIAY-4 LWLV R (&L (AIAY-4 (AInY-¢

nfig.xml% {&

F

IN—=FRIVS—FTZx U bOER

1. gpedit.msc #31TL T. Citrix Workspace 7 7 DT I —FR) > —AT U FEEBAT
DTL—rZHEET,

2. AYEa—2—0ER./ — R T. BBET>7L—F > Citrix Components > Citrix
Workspacel_#B81L £ 7,

3. MR FR—v—FRFEILTH—ERXTZI10>DEE 5IZApp ProtectionZ AL 9 2 HMC
G T ZROWITNHADFIEZFERL £,

. BEETH—D v —

AN A~y —DF —OF VI WREBEEF v TF v R ZHERT 3IC1E. I—H—8
iF > App ProtectionDEER ) > —%#IRL £75

« BTV —-ERTIFTA122—-TxM1R

CWTH—ERTSTA AR —T A ADF—OF VI RBLEBRF ¥ TF v 1%
WY 3ICI3. EILT7H—E X > App ProtectionDEIER ! > — %R L £ 95
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4. RDWETNHXIIFHADT T2 3 V2 FRLE T,

s F—AOXVIWE F—OH—ICLBZF—XbO—2DOF v IFv2HBLELET,
e EEIF Vv IFVYNE 1—H—ICLkBX7U)—> 3y MO YEEREEZHLELE T,

5. BRAZVJvI L. OKZO )y I LET,
FHAS N3 EE:

FHISNBENEIL. REINVY —XEEFDStoreFrontiC 772X T3AZEICE>TERD F
ER

JaO—NIVF7 PV Y—E XUl OfER

Citrix Workspace 77 1) for Windows 2302 & 7z & Citrix Workspace 77 1) for Windows 2301/\—
>3 VL&, Citrix Workspace 77 1) Tld. Global App Configuration service (GACS) Z{ER L
T, REEEC L7 —ER TSI 1 > DApp ProtectionzZ i TE £ 95

GACS ZEAHLT7 U FXF—OFX VI 7V F RO ) =X v TF v EMICT D &,
FNSIERMFER I Y —EXR S04 VEROmAICEBINE T,

s GACS ZfE LIRS LUV TH—ER TS IA 27 FF—AOF VI £IET
VFRVV)—=2F v TF v DERIE. Citrix Workspace 77 7 1) for Windows & & U Citrix
Workspace 77 1) for Mac ISR I & 9, Citrix Workspace 77 F'1J for Linux | (3B
TNnEt A

+ GACS D#EHiZ. Virtual App and Desktops. Web &L T SaaS 7 U ICIFBERA TN FE
Ao THLHED) Y —RIE. 5| E#HEE Delivery Controller 3 & T Citrix Secure Private
Access ZfERA L THITEIT N X 9,

« Citrix Workspace 77 1) for Mac 2311/\—< 3 > LUB#. Global App Configuration service
Ul ZFRLT. 79RRAMT7EFVTLIZAOMATRAS LVOEILTIH—ERTS
41 > DApp ProtectionZ B TE £9, 772 L. Citrix Workspace7” 1) for Mac 2311
N=3VEDFION—2 a3 zFERALTVWRESIE. V7V RANT7OAHTHER TS
ESC N

EIEE(E. Workspace Configuration Ul % f#F3 L TApp ProtectionZ #{ TZ £ 75

1. Citrix Cloud 7 A1 > bZH 1 >« > L. Workspace Configuration Z:#ERL £ 7,
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BB Gitrix Cloud r Start Page
. . Devendra Satram
P&l Cifrix 2 o T ———
Home
My Services v M 10 {%il 2 @ 1 -~ O
Library o\ ) ) ’ -
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (_Vview Library ) (EditorAddNew ) (CAddNew ) CviewAl )
Network Locations
Resource Locations
Licensing
My Services (5)
Workspace Configuration
o a0 5 36233 =B N 5 36233 5 36233
Support Tickets i &= s . &=
Analytics Daas service profile xaccpl Remote Browser Isolation () Secure Private Access XAXD service profile xaccp!

Notifications Security,performance and usage insighs. Daas service profile xaceps Protect corporate network from web based Zero Trust Network Access toal IT XAXD senvice profile xaccp!

sanctioned applcations
System Log

Learn more: Learn more: Learn more: Learn more: Learn more:

Available Services (15)

2. TTVEBH >tFaU T LBEE> 7 ) RHE 2 #RL XSS

cikrix

Heme > Workspace Configuration > App Configuration
Workspace Configuration

Access Authentication Customize Service Integrations Sites.

& Submit Feedback

Workspace URL  hiins://apspaute.cloud com

View configured settings

Q [ Android () ¢tromes: O HrmLs 0 ios 0 Mac (O Windows

Updates and Plug-ins Anti Key Logging -
Enablos anti-kol o

Enterprise Browser
N .

App Experience Anti Sereen Capture

1 Configured, O Unsaved /A

~ Security and Authentication Enabl and she app Ul screens.

App Protection

Authentication

Mac Enabled Configured
Security Preferences

> Session Experience

) windows
» HDX and Multimedia

3. Anti Screen Capture 7 ') v L. B&ET 34X —T 1 >J > X7 L (Windows 7ol
Mac) ZFEIRL £,

4. Enabled cJJLRAZ>%21) w2 L. PublishDrafts #271)wv 27 L%9,
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= | cilnx a o v

Home > Worksp > App C:

Workspace Configuration

Access Authentication  Customize Service Integrations ~ Sites  Service Continuity ~ App Configuration

& submit Feedback

Ksp m
Production @ Switch URL
View configured settings

Search Configuration Settings Q O Android O chvomeos O Hrms Qs 0O M O Windows

. AntiKey Logging
Updates and Plug-ins. 1 Configured, 0 Unsaved

Enterprise Browser

> App Experience

1 Configured, 2 Unsaved A~
~ Security and Authentication that taking hots and sharin

Ul screens.

Mac Enabled unsaved

Clipboard
Connectivity

Mobile Experience

You have sa at are notyet published in Production. You may continue editing or publish now to apply changes ]
A" e o e Review 2 unsaved setting(s) Discard Publish Drafts

5. T7>Fx—0OFx>J1 #0)v oL, BETZARL—T0 2T XFT L (Windows £ 7=l
Mac) ZFERL X7,

6. 8% ~IIRE>ZI)yoL. TRIITEOREI 20V v I LET,

TOFRV ) =B IV F—0OJ EBMIC T B (len-us/citrix-workspace-app/media/gacs-anti-
keylogging.png)
7. TRRARE) FA7A0RyIRAT. AW 200y oLFY,

R (/en-us/citrix-workspace-app/media/gacs-publish-drafts.png)

Global App Configurationtr —E X APID{EF
BIEEIZAPIZFEARALT. TS5 DApp Protectiont&BE= B TE £ J, REIIXRDEED T,

« POFRIV)—2F v IF v 2BRILIZEDICT BRE:

“‘name”: "SREEE LUV T —ERXRTISTA VDT FRI)—=>F v TF v =BT "
“value”: “true” X 7zIZ “false”

« POFF—OF VT 2BHIIIIENICT BRE:

‘name”: “SRIFH LUV EIL IV —EX IS4 D7 Fx—OFx I =BT 3" “value™
“true” £ 713 “false”

Bll: LR IE. GACSTCitrix Workspace 7 77U D7V F ROV ) =2 F v TF vy B L0070 FF—0O
FUUREEEBMCTIDDISONT 71 ILOY > TILTY,
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"category": "App Protection",

"userOverride": true,

"assignedTo": [
"AllUsersNoAuthentication"

1

"settings": [

"name": "enable anti screen capture for auth and ssp",

"value": true

iy
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"name": "enable anti key-logging for auth and ssp",

"value": true

1}

SREEV *— ¥ —ICAuthManConfig.xmlZ ER T 3
$ICAROOT/config/AuthManConfig.xml ([CBEIL. 771 ILZERDELSICIREL X,

/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -i authmananti
-A 1

<key>AuthManAntiScreenCaptureEnabled</key>
<value>true</value>
<key>AuthManAntiKeyLoggingEnabled</key>

<value>true </value>

LIWTH—ERXTSTA 214 >R —T 41 AIZAuthManConfig.xmlZ{EH 9 3
$ICAR0O0T/config/AuthManConfig.xml ([CBEL. 777 ILERDLSICREL £,
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/opt/Citrix/ICAClient/config$ cat AuthManConfig.xml | grep -1i protection
-A 4

<!-- Selfservice App Protection configuration -->

<Selfservice>

<AntiScreenCaptureEnabled>true</AntiScreenCaptureEnabled>

<AntiKeylLoggingEnabled>true</AntiKeyLoggingEnabled>

</Selfservice>

Virtual Apps and Desktops D7 Y FFXF—OAF VT ETFUFRI )=V F v T F v 2B
I3

2DDRY S —IC&D, Ly aYRTT7UFXF—OAF VIBLUVTIUFRI) =2 v TFvié

REDMRM I N E 9, Virtual Apps and Desktops D7 > FF—OAF VI TFVFRI)—=2F v
Frild. ROLSICHEETET XTI,

y- 3

IN—2 3 >2103LAF#%. Citrix DaaS|dStoreFrontd & U*Workspace TDApp Protection% 4
7_1_2— I\ Lz—t LY i -3_0

Web Studio®{ER

Web StudioZ /1 L TCitrix Virtual Apps™ £ 7zi&DesktopsD 7 > FF—OF > J & 7V F R I 1) —
XY T FEEBRTBICIE. ROFIEEERITLED,

1. App Protection|CIIXMLIEFENNE T Y, XMLIEEFEZEBMICTSICIE. XOFIEZRTLE
ED

a. Citrix DaaS™77 o > M >4 > L. Manage > Settings > Enable XML trust |C#5&f
LE,
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= cilriX | paaspremium

Manage v  Monitor All tenants. v Downloads

@ v Settings

Q search The followin settings apply to all resources.
% Machine Catalogs

&3 Detivery Groups Assign license

Edt
License inuse: DaaS Premium-Per User/Device
B3 Asplications
B roices
Date and time Ca)
4 ossins Date and time format in use: Same as local | Same as local |utc

Sg Adminstotors

& Hosting Enable automatic assignment of multiple users for Remote PC Access

B storekont

P AvpPackages

Zones
S Enable DNS resolution

I & setings Tunon the that lets HOX the Citix and [ @)
connect directly and securely to the Citrix Gateway service.

G5 Backup+ Restore  Preview
2

& auickpeploy
Enable XML trust

Turn on this setting if your deployment requires XML trust, When enabled. Gitrix Cloud trusts credentials sent from @
Storefront. Enable s loud and StoreFront (using

firewalls, IPsec, or other security recommendations).

b. Enable XML trust F 7 )Lz A > ICL £,
2. TN =T )IL—FDApp Protection57E% EIRT 3 I1CIE. ROFIEZHRITLE o

a. Citrix DaaSTT. Manage > Delivery Groups (C#&1L £ 9%
b. 7UND)—=J I —T%ZERL. 7O>a>N\N—TEditz2)vIL%Y,

Manage v Monitor Artenants | Downloads
o Qsercn P e @co
Sear + Adtbacnoss @ Dsets e More

c. App Protectionz 2 1) w2 L. Anti-keylogging & Anti-screen capturing®F = v 7 7R w
DR FILFET,
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Edit Delivery Group x
TSVDA_1_Protected

Users App Protection

App Protection, an add-on feature for the Citrix Workspace app, provides enhanced security for Citrix
published apps and desktops. The feature provides anti-keylogging and anti-screen-capturing
capabilities for client sessions, helping protect data from keyloggers and screen scrapers.Before using
the feature, make sure that the system requirements are met

Desktops

Application Prelaunch

Application Lingering
User Settings
StoreFront

App Protection

Scopes

Access Policy

Restart Schedule

License Assignment

d ®EZJ7JvILET,

PowerShell OfEHR
p=

Citrix DaaSIRIE Tld. Citrix Virtual Apps and Desktops Remote PowerShell SDK @ O< > R
Ly hEFEEDI>E21—4— (Citrix Cloud Connector ¥ > %#R<) TERLT. Ot

723> OARVEZRITLET,

A4V =ILENTULBEEDDelivery Controller< > >, F7zI&FMA PowerShell X v =
AN VA M=ILENTWVWERXZ Y R7AO>Studioht1 > X b—JLENTY > > T, Citrix
Virtual Apps and Desktops SDK Z{FBH L T. 7 F7URETUNU—=JIL—FIC/HLTRD T
ONT 1 Z28MLET,

* AppProtectionKeylLoggingRequired : True
* AppProtectionScreenCaptureRequired : True

NSDORYS—IF FTUNY—=FIIL—TFZIB@ERMICBMICTETEY, 72z, DGLICIZ
F—OF > JREDHA%E. DGICIZEBEEF* ¥ TF v REDAZEBHRTET £, DGIICIFAA DR
Do—%ZBWTEET,

Bl :

DG3L WS HFAIDTUNI) =T IL—FITRH L THRADRI S —Z2BMTBICIF. Y1 FADE
EdDelivery Controller™TXD AT RERITLET,
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Set-BrokerDesktopGroup -Name DG3 -AppProtectionkKeylLoggingRequired $true

-AppProtectionScreenCaptureRequired $true
RMEZMET BICIF. XOARYRLY hZERTLET,

Get-BrokerDesktopGroup -Property Name, AppProtectionKeylLoggingRequired,

AppProtectionScreenCaptureRequired | Format-Table -AutoSize
Ffce XMLIEEZBMICLF T,
Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

StoreFrontX Brokerfll D%y b7 — U ZREL T TV, FFMIC DUV TIE. Knowledge Center®
S0EECTX2369298 & U'Securing the XenApp and XenDesktop XML ServiceZZB L TL 723 LY,

Web7 U ELUSaaS7 ) DF—OF VIWRE RO ) =22 qy M IREBRT S
Web7” 71 & USaaST 1) I&. WindowshRCitrix Workspace 77 71 & & TU*'MachRCitrix

Workspace 77 ') D Citrix Enterprise Browser CFE £ 9, Citrix Secure Private Accessz /1 L T7
TIRER) D —HEHINTVWBRIEE. 7 TUFREBIIZITCCICERAINE T,

UTF%FERALT. Web7 FUHLUSaaST7TVDT7 TIREZERL £,

« Workspace®DWeb7 1) HE X UVSaaST7 T DT ) RE =R BT 3ICIE. Citrix Secure
Private Access for Citrix WorkspaceZ BB L T &L,

« StoreFront®Web7 1) E K USaaST7” U DT 7)REZ AT S IZIE. Citrix Secure
Private Access support for StoreFrontz B8 L T 7ZE LY,

Anti-DLLT ST o>a>a RT3

T 7 #I)L b TIE. Anti-DLLT > 0> 3 UREBEIZEMICHE > TWET, COMRElIZ. UT=ER
LTEMICTEEX,

« JIL—FRIS—FTS T+ (GPO)

o JO—NILT7 TUBHY—E X (GACS)

IIN—=TRIUSO—FTOx O b 2EALTHERT S

Anti-DLLT > x> 3 VIREZ BT 27012, ULTOR) >—hEmMmEnEd,

e Anti-DLLI > x> 3>

e Anti-DLLY > xo>a>EDa—ILEFET) Rk
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https://docs.citrix.com/jp/ja/citrix-enterprise-browser/secure-private-access-workspace.html
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Anti-DLLA >z o> a >R —DER

CDOR)—FEALT, Anti-DLLY > x> a e a8 EIFEMICLE T, TDRY
S—hEREINTUVARWES. Anti-DLLT > 10> 3 VHEEISERNICAD £ 9, RERTRELREIT
KDEEDH T,

« % - Anti-DLLT > 7> 3 Vi#%HElE. Citrix Authentication Manager. Citrix Workspace 77
Z1)UIl. & KU Citrix Virtual Apps and Desktops TEXNICARD £ 9, BEEIE. Anti-DLLT >
DIV aVEEEEBMICT RIOICBREBERO YRR M EBIRTEFXT,

o % — Anti-DLLT > 7> 3 U#8EIE. Citrix Authentication Manager. Citrix Workspace 77
Z1)Ul. & KU Citrix Virtual Apps and Desktops TENICH D £ 95

Anti-DLLY 20> a YR S—%FMICTBICIE. ROFIEEZEITLE T,

1. RDOAT > R%ERITL T, Citrix Workspace 7 7V DT I —TFRI) O —F TS0 NEERT
>TL—bZHEFT

gpedit.msc

2. TAYEa—42—0iEk) /—RT. MEBATYTL—k) > ICitrixAVR—> k] >
F'Citrix Workspacel > 7R > TAnti-DLLY > x> 3> DIEICEEL £,

Anti-DLLT > 7> 3 >R O —%BFRIT I B (/len-us/citrix-workspace-app/media/anti-dll-
gpo.png)

3. TAnti-DLLA > xo>a>) RUS—%201) v L. T8% Z&RLEFT, IRTOIOY
A= MDBIREINZET, 7275 L. 23>0 a3y R—Y MNOEREEE
TTX9,

Anti-DLL > =02 3 VR o —=ZBRICZ T 3 (/en-us/citrix-workspace-app/media/enable-
anti-dll-injection-policy.png)

4. TOK] 27Uy ILFT,

Anti-DLLL V210> a>YESa—ILEFaIY X MR o —DFEHH

EIEEZ. CORY—FFEHRALT. Anti-DLLT > 10> 3 VEEEND SEEDDLLEBRATE
Jo Citrix®ld. FINNERS F ) AHNIBYTBIBEICOADR) O —2FEBITZcxHEIOHL
9, CORIS—DEBHEINTULARVEE. FFrI) X MMIDLLIFEENFHE A IRTODLLY
Anti-DLLIREEDRR D £9, REARREIIXDEED T,

o TER) -3 X MIEBMINT/DLLZANt-DLLIREHN SBRA L £

o TEZRh) -FFAIJ X BMCEMEIN/DLLOY X REZUT7LET,
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Anti-DLLA 2202 3> EDa—ILFFRIU R MRU S —ZBMICT BICIE. ROFIEZRITLF
ER

1. Citrix Workspace 7 7 DI IWN—TRI) S —ATS 0 VEEBRTVTL—FERICIE. R
DOAR Y RZEERTLET,

gpedit.msc

2. TAYEa—4—0#Ei /—FT. MEEBATYFL—Fk) > ICitrixAYR—2 k) >
FCitrix Workspacel > (77U REE, > TAnti-DLLES 2 —ILEFAIU X ) DIEICEH L £
ER

Anti-DLL > > =7 > 3 VR 1) o —Z BRI T 3 (/en-us/citrix-workspace-app/media/anti-dll-
gpo.png)

3. TAnti-DLLEZa—=JLEFaIU R~ RUS—% 0w o L. TB% =ERLET,

&l Anti-DLL Module Allow List O X
Anti-DLL Module Allow List P—— Next Setting
() Not Configured  Comment: -
© Enabled
() Disabled N
Supportedon:  appx Migrator encountered a policy that does not have a supportedOn value. =
Options: Help:
Anti-DLL Injection Module Allow List The DLL Allow List policy allows admins to exclude any DLL from
the Anti-DLL protection.
[
{s I When the policy is:
"filePath™ " C\\Program Files (x86)\\trusted\!
_ Not Configured - No DLL is part of the allow list. Includes all the

DLLs during the Anti-DLL protection.

Enabled - Excludes DLLs mentioned in the allow list from the
Anti-DLL protection.

Disabled - Clears the DLL allow list. DLLs need to be configured
again when policy is enabled.

The Module Allow List field allows admins to add DLL
information that can be excluded from the Anti-DLL protection.
Sample format to add DLL to the allow list:
[
{
“filePath": " C\\Program Files (x86)\\trusted\\messagebox.dll"
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4. 7V FDLLRELSHBALIEWEDa—ILOU R M2, PYFDLLA O T3 YED 21—
IWEFRIUR R 74 —JLRICEBMLE Y, FFAIYJ X MIDLLZEMT 370D > TILFER !

[
{
"filePath":"C:\\Program Files (x86)\\trusted\\messagebox.dll"
3
{
"filePath":"%PROGRAMFILES%\\trusted\\logging.dl1l"
}
]

5. OKZzZ7 )y oI LFEY,

Global App Configurationtt— E X % {8 L 1=K

EIEEIIGACSEFEAL T YFDLLA O T a R B TE £ 9, RTEIIXRDLEHEDT
ER

o anti dll injection — 7> FDLLA > 27> 3 VBT BMICT B 1DICHERED 21— /L %ZE
mLxy
« anti dll module allow list — 77> FDLLIRED SR L Tc W ERDLLZEML F 9

SEMIC DWW TIE. Global App Configurationtf —E X &S LT 723 L\,

BUFI&. GACSDWindowsA 7 Citrix Workspace 77 71J Tanti dll injectiond & Ufanti dil module
allow listz BMIC T 37HDH > FILISONT 71 ILTY,

"serviceURL": {

"url": "https://tuleshtest.cloudburrito.com:443"

iy
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"settings": {
"appSettings": {

"windows": [

"category": "App Protection",

"userOverride": false,

"assignedTo": [
"AllUsersNoAuthentication"

1

"assignmentPriority": 0O,

"settings": [

{
"name": "anti dll injection",
"value": [
"Citrix Auth Manager",
"Citrix Virtual Apps And Desktops",
"Citrix Workspace app UI"
]
3
{
"name": "anti dl1l module allow list",
"value": [
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"filePath": "C:\\Program Files (x86)\\Citrix\\ICA
Client\\wfica32.exe"

iy

"filePath": "C:\\Program Files (x86)\\Citrix\\ICA
Client\\AuthManager\\AuthManSvr.exe"

iy

"name": "name",
"description": "desc",

"useForAppConfig": true

RS —RTABRHZEBRT S

AR SMF
RS —HEARBEBEEZ BT BICIE. UTHABETT,
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27577 REB®DIHE - Cloud Desktop Delivery Controller™ /N—0 5 > 115L[%

F> 7L I ZBRADIHE - Citrix Virtual Apps and Desktops™ /\—< 5 > 2308L4B%

« Windows Virtual Delivery Agent ¥ >~ X b —Z— /\—2 3 > 2308 LAB%

Windows[a]l ¥ - Citrix Workspace 77 ') for Windows 2309 L f#

+ MacDiZ& - Citrix Workspace app for Mac 2308LA[#

Linuxm@ |7 - Citrix Workspace 77 1) for Linux 2308 LA

Android@ 7 - Citrix Workspace 77 1) for Android /\—<° 3 > 25.3.0

iOSEIT - Citrix Workspace 77 71J for iOS} 24.9.0

=+

Citrix Virtual Apps and Desktops (CVAD) 25114p%. R > —HRETAKEIFT 7 4L L TH
MICHE>TVET, BIMOEHRIIFETT,

CVAD 2511 K DHIDN—T 3 VTR S —HEABEZEBMICT S ICIE. BEEIFApp
Protection IR SR 7 7V & T XU by F&KRX L TUWLWBTS/WS VDA L TCitrix
AppProtection Servicez iR 2 HENH D £J, R —RTABREZEMICTSIC
& U TFOVWTNHODFIEZERITLE T,

s AR RTOVT +2ERT %:

a. ZXIN—DEmHT. BR( 742>z 0 )y LFET, Temds tANL. BEEL
LTET 27Uy ILEY, ARVYEFOVT N BEPRTENE T,

b. ROOAIYV RFEERTLED,

sc config ctxappprotectionsvc start=auto

sc start ctxappprotectionsvc

s A—H—A VR —T A AZERTB5EE .

a AAIVN—DERT, 8E( 742> %20) v LEY, [lservicesmscl] EASIL.
Enter ¥ —%# L 9, Y—EX BEI’RTINE T,
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b. Citrix AppProtection Service Z#iRL. BB =) v oI LT,
c. Citrix AppProtection Service #5271 w o L. 7ANT« ZFIRLZE T,

d. 28> XA4— b7y 7OEE > B8 #:FRL. OKZ 7)) w2 LT, X T LEEEKFIC
Y—EZXHWBEFMICHIBEINDELSICLET,

KUY —HEARERENERICEMICED F LT

RS —HIABREETR— b LABRVUEIO/N— 3 > DCitrix Workspace 7 1) Z&H L TT
Ay o33 PTTVRERAFYFovIEBRLET, 7TVRERIF Y FT v D5
HICOWTIE. 7TV RERRAFvFovo 2BRBLTIEETL,

T TVGREHDR) O —RIAZRE LIEBEOFHAS NI EE

o RS —BEAMBEVDA Citrix R =B >TED. RS —REABEIREEZ T
R— bk LR U\Citrix Workspace™ 7 71 ON—2 3 V2 FERLTWSE5EE. Lty avidT
TRyt ERTETITKTLET,

o R —AIARHERE% HR— k9 BCitrix Workspace 7 U DN—J 3 > FHLTWVWS
mas FALTWVWR0SICEDVWT, XDIZ—XytE—IhRRINTEY a8 TL
7,

o Windows®Diz&:
Windows TD7R X F + F T v ¥ TS —(/en-us/citrix-workspace-app/media/policy-tampering-
windows-error.png)

o Mac
Mac TD R X F ¥ F v ¥ IS —(/len-us/citrix-workspace-app/media/policy-tampering-
mac-error.png)

o VFvIR
Linux CDR X F ¥ F T v ¥ T F—(len-us/citrix-workspace-app/media/policy-tampering-
linux-error.png)

o ROAR
Android CD7R X F ¥ F T v 2 TS —(/en-us/citrix-workspace-app/media/policy-tampering-
android-error.png)

> i0S
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IOSTDRAF ¥ F v ¥ IS —(/len-us/citrix-workspace-app/media/policy-tampering-ios-

error.png)

App Protection RAF v FT v I ZEBHT S

App Protection RRAF ¥ F T v IEBMITBICIE. ZDHEBEICESET 537 L LIWDA Citrix7R 1
S—ZERLFT,

GlE =SS
UFHHs ez LTS,

« 7577 REBDIHZE - Cloud Desktop Delivery Controller™ /N—< 3 > 115 UUB%

« V7L I RERDIHE - Citrix Virtual Apps and Desktops™ /N\— 3 > 2308 L&
« Windows Virtual Delivery Agent f > X bk —Z— /N\— 3 > 2308 L%

« Windows D3I5& - Windows A Citrix Workspace 77 1) 2309 L{p%

+ Mac MIFH - Citrix Workspace app for Mac 2308 LAP%

« Linux MIB4E - Linux AR Citrix Workspace 77 1) 2308 L%

« Android MIF%& - Android hi Citrix Workspace 77 1) 25.3.0

« iOS [|7 - Citrix Workspace 7 1) (i0S FB)} 24.9.0

RRAFv¥F v IREDH LLWDACitrix'R1) > —Z XD K S ICHEE L £75

Z D7 L LWDA CitrixZR 1) & —|Z. Citrix Studio ¥ Web StudioDm A= FHE L CRERETE
9o UTDFIEIZCitrix Studioz /L TEBEIN X IH. Web StudioTHE LCFIEZFEAT
TEY,

1. > 7L I XEEDIFE IEDesktop Delivery Controller (DDC)T. 7137 57 REBDSHE
I&Web Studio TCitrix Studio?” 7 ZHE. RUS—ZFRL F T,

2. 7U2aYDFT. RUS—>RUS—DERZERLEX T,

3. IRTOREROAYTAIAZa—%01)wI L. ICADTFICHDZITTIREEZBRLE
ER
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Create Policy

Studio

Settings
Users and Machines

Summary

Select settings
(All Versions) ~ || All Settings hd ]’ Search pe
Settings: 0 selected All 5ettings * kelected only

Accelerate folder mirrg| . -
Comgler Settmg > Pioh Connector for Configuration Manager 2012 =
Not Configured (Defaultfi{e.}

b Active Dlrectqry action 0 oo Pt Select
Computer setting - Profi
Not Configured (Defau Flash Redirection

b Active write back Select
Computer setting - Profi
Net Configured [Defaul Audio

b Active write back on se . Select
Computer setting - Profi Auto Client Reconnect
Not Configured (Defaulf Bandwidth

b Active write back regisi Select
Computer setting - Profil  Bidirectional Content Redirection
Not Configured (Defaulf .

b Adaptive audio Ryt S Select
User setting - ICA\Audio Location
Not Configured (Defaulf Desktop Ul

} Advance warning frequ mskiop Select

Computer setting - Conr|

End User Monitoring
Enhanced Desktop Experience

File Redirecticn -

Cancel

4. Citrix Workspace7 U DRAF ¥ Fz v I = FIRL. BRZIVYILET,
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Create Policy
. Select setti
Studio i
[All Versions) - “ App Protection = ” Search P
Settings: 0 selected [ ] View selected only
Settings

, } Posture check for Citrix Workspace App
Users and Machines Computer setting - ICAVApp Protection

Nat Configured (Default: )

Summary

HMEDRED + Y RUNKRTINZET,
5. TIAIMEZERF T v IRy IR ZF TICLET,
6. BMZ2')vo L. ATHEEETZEZANDLET,

» Windows-X 27 —>F v FFvRilk
+ Windows-F—0OF > JBh1E
o Linux-2 2 1)—>F v FF ¥ hLE
« Linux-F—0OF > J 1k
e Mac-AntiScreencapture
e Mac-AntiKeylogging
e Android- 7> F RV V) —=>F v TFv
* iOS-AntiScreencapture
e i0S-AntiKeylogging
Bz X, Twindows-AntiScreencapture] & 'Windows-AntiKeyloggingl ZEML7=HE. R

AF¥Frv T R—FL. TIN5 DHEEZ fE X 7=WindowshRCitrix Workspace 77 7' {3
VDANDIERAEFRI ENE T,
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Edit Setting

Posture check for Citrix Workspace App

Values:

| Windows-AntiKeylogging

=l
| Linux-AntiScreencapture | B
|

| Mac-AntiSc reencaptural

[ Use default value:
¥ Applies to the following VDA versions
Virtual Delivery Agent: 2303 Multi-session O5, 2308 Single-session 05 ]

¥ Description
App Protection Posture Check

]

This allows you to block access to resources protected by App Protection unless they are on versions of Citrix Workspace App
where the specific App Protection controls can be enforced.

Note: If this feature is applied, users on the Workspace app versions that do not support App Protection Posture Check will also
be blocked from accessing protected sessions.

For more details on prerequisites and configuration refer to https://docs.citrix.com/en-us/citrix-workspace-app/app-protection/
features.htmi#posture-check

Important considerations while creating new policy:

- Each line should have only one capability.

- No space is allowed in the name of capability.

- Ensure the values are spelt correctly. Incorrectly spelt values will cause session disconnects.

4

=,

/.

BIVHMUICIE 1DDKBEEDAHZEDBIHVEDDHD £,
HEERICAR—RIIFERATETEA.

EHANELL ANTNTVBRZ EERERLTLIETL, EDARILAEE->TWVWS &,
Ty a T LET,

Windows-. Linux-. Android-. i0S-. F£7zldMac-DFL 7« v I A& #F e WMEIX
EEINET,

7. BWEBEZINTEMLIES. OKZIZ Uy I LET,
8. RNz ) v LFT,
9. RUS—DBIDETHE >BRLIEA—HF -2 F T/ F2BERLEY,
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Create Policy

StUd iO Assign policy to
(®) Selected user and machine objects () All objects in the site
¥ Setfings User and machine objects: 0 selected [] View selected only
Users and Machines ¥ Delivery Group Assign
Applies to all settings
Summary
» Delivery Group type Assign
Applies to all settings
» Organizational Unit (OU) Assign
Applies to all settings
b Tag Assign

Applies to all settings

o) SR

10. CORV D —ZRBETEIVENDDZTIN) =TI —TZFRL. OKZZ v I LFET,

T )N =27 )L—7DER(/en-us/citrix-workspace-app/media/select-dgs.png)

11. TR\ 20w I LET,

12. TRV =8 T4—ILRIZRI) S —ZZ AL RUS—Z2FMICTIF v IRy I %
FUICLET,
R > —% DB N(/en-us/citrix-workspace-app/media/add-policy-name.png)

13. T%71 #20)v I L&Y,

RAF¥FIvIDRI) S —DMERENE T,

App Protection'RRAF ¥ F v VDKM LB EOFRHETNIEIE

« RAF¥F TV IVDACIix R S—DEMIH>TVWT, RRAFvyF v IiexdR— K
L TWLWAL\Citrix Workspace 7 71U DN—2 3 Y EFERLTWR5E. Ly avidIo—
AyE—CERRETIRTLET,

o RAF¥F v I#eE%xEH7R— kL TLBCitrix Workspace 7 U DN— 3 & FERLTW
3BE. Ty aviEFENENRDIST—AytE—CRRLTRTLED,
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e U4V RUX:

Windows TD R X F ¥ F T v ¥ T —(/en-us/citrix-workspace-app/media/posture-check-

error-windows.png)

o Mac

Mac TDRRXF ¥ F x v ¥ LT —(/en-us/citrix-workspace-app/media/posture-check-error-

mac.png)

o UFvIR

Linux CTD 7R X F v F T v ¥ I Z—(/len-us/citrix-workspace-app/media/posture-check-error-
linux.png)

. TYROAR

Session ended because of outdated Workspace
version. Contact your administrator.

o i0S

Connection Error

Session is terminated as the App
Protection posture check failed.
Contact your system administrator.

More Info OK
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DoubleHopiCEiD 70w &
App ProtectiontBeENBMICE > TWVWBIRET7 U, T AT by Web7 7). £7zlESaaS7
TR E. ATINKyFoFVATIOVITEET,
IR
 RET7F)FETRAI by FOEREZ TOY VT BICIE. RFID Ay FTCitrix Workspace
77 71) for Windows 2309 AN EITINTVB C & 2R L T 2T L,
« Web7 7 &7cldSaaST 7) OegiZz 70w 79 BIcld. Citrix Enterprise Browser/\—0 3
V123 EEFRAL TVWA 2L TS T,
RUIDKRY T EDITRTOVDAICUTOERZ T 7O1 LE T,
1. RFDGPORY > —%BHL £, FHMHICOVWTIE. TRIIOGPORU L —%ZEHT 5] %=
BRLTIEIL,

2. IN—TFRIV—ITF12—%zi&£FH L. AVEa—2—0DER > BEAT>FL— bk > Citrix
dY7R—=2 > bk > Citrix Workspace > App Protection > Block DoubleHop Launch®|[&(Z#
EBLEI,

3. BREFEIRL. RICOKEVZ WO LET,

Block DoubleHop Launchi2ENEBMICHE D, A TILKRy TigzalAd e 7Oy o ansk
ER

=+

Windows Server OSI&App ProtectionzZ#/R— kL TWEE A, EDTD. RPDEKY T T
Windows Server 0S% 3217 L TL\ 35 E. App Protection A BERICHE>TWBRET U H
KUVOTRIT by FIFRREINFE A

A= v ITFvEFAIU X N8BT D
RO =>2F% v TFYEHFRUIMIT ) %ZEMTBICIE. ROFIEZETLET,

1. Citrix Cloud™7 A > MMIZH 41 >+ > L. Workspace Configuration% #R L £ 9%
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BB Gitrix Cloud r Start Page
. . Devendra Satram
P&l Cifrix T ———
Home
My Services v M 10 {%il 2 @ 1 -~ 0
Library ; ) ) ’ -
Library Offerings Resource Locations Domain Notifications
Identity and Access Management (_Vview Library ) (EditorAddNew ) (CAddNew ) CviewAl )
Network Locations
Resource Locations
Licensing
My Services (5)
Workspace Configuration
v en 30233 en PN--E)
Support Tickets i &= s &
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> App Experience
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~ Security and Authentication - -
App Protection
Authentication Anti-DLL Injection
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Securiy Preferences oo fomioming
> Session Experience

> HDX and Multimedia DLL Injection Exception List

0Configured, 0 Unsaved N/

L injection conrol We rec . L

> Accessories
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fanti-screen captur s enabled ot Th Rp—
befors using.
Windows Edt

111



CITRIX WORKSPACE™ 7 /1)

4. EditA 7> a>x=o) v oL,

Manage settings for WindowsEEH' R RN £ T,

5. RN =2F v FF VAU MIEMTE7 T DERZEML T,

B
[
{
"name": "ScreenshotTool_1.exe",
"signature": "ScreenshotTool_ 1 Signature",
"publisher": "ScreenshotTool_1 Publisher"
3
{
"name": "Screenshottool_2.exe",
"signature": "",
"publisher": ""
}
]
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Manage settings for Windows

[ FN
{
"name": "ScreenshotTool 1.exe",
"signature”: "ScreenshotTool_1 Signature",
"publisher”: "ScreenshotTool_1 Publisher"
s
{
"name": "ScreenshotTool 2.exe",
"signature": "",
"publisher": ""
}
]
hd
4 14

S,

/.

e name |[IMBASITY, REFIC. publisher & signature (B TIEHD FH
ho T2l HFAVRAMIBRINLET VDA RI) =23y b EeEND KD
IC. B3ET S publisher ¥ signature ZEBMIT B CExHEIHLET,

* publisher & signature DENZWEE. BILRBIDODEEDH D7 T —
2arvhRoN—=>o3y b ZERETETCLEVETD,

e Ffoee COTOVIICEROIY M) ZEMT ST BEF v IFvyDFFAJ R
MCEROT7 ) %ZEBMTEET,

publisher ¥ signature DFERZEVF I BICIE. publisher & signature D
BIROEE 28R LT LTV,
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6. TEZEFEE=ZV Vv IL. HILWT TEZZLHEZI Vv I LE T,
7. REODLB A1 700Ky IXT Wiz v I LET,

Publish Settings

Do you want to publish these settings in Production?

=

publisher ¥ signature ODIEFRDEE
publisher ¢ signature DIFEHRZEIFT BICIF. ROFIEZEITLF T,

1. 77VDZETS .exe 771D BZ5FM%xHTET,

2. .exe Z7AINERIVyIL. FANTa 20Uy I LEY, TONTA DRy TT7 v
BEEHARRIEINET,

. TURIINEBHL ZEZV )V I LET, BHEL D publisher DIETT,
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'@' SelfService.exe Properties

Security Details
i General Compatibility i
P |
I Signature list

Mame of signer:  |Digest ... Timastamp
Citrix Systems, Inc§sha256 10 Nove._.

Details

Ok Cancel Apply

AERABORT 27w I LET,

4. BRER ORYNOIY V=T )y o L. Bl >
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| Digital Signature Details

General  Advanced
—

? X

= Digital Signature Information

This digital signature is OK.

Signer information
Name: ;C'rl:rix Systems, Inc.
E-mail: INm available
Signing tirme: |10 Movember 2023 12:16:59
Countersignatures
Name of signer; E-mail ... Timestamp
DigiCert Timestamp 2023 Not av... 10 Novem...

Details

OK

5. Bl >#BH 2o Vv I LES

THFAMRYIRIRRIINDIARD signature T,
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A EESTEEEES - A amsmsnamse m s e

i g Certificate -4
General Details Certification Path

I Show: <All> w

| Field Value
| ZEnhanced Ke... Code Signing (...
 CRL Distributi... [1]CRL Distrib...
i Certificate Po... [1]Certificate P...
i Authority Inf... [1]Authority In...
< Key Usage Digital Signatu...
Thumbgrint  d2e052e9dag0...
d2ed52eddad?04782dladabilaTaac?c0S5ccbe2?d

Edit Properties Copy to File...

0K

7O XENDU X DB
FOE AR Z ST O REBMT BICE. ROFIEZETLET,

1. Citrix Cloud™7AHT Y MM A1 > L. T—OZAR—IAEREEIRL 75

BB citrix Cloud e startPage
g Devendra Satram
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= cinx

Homo > Config, > App

Workspace Configuration

Access Authentication Customize Service Integrations Sites App Configuration

& Submit Feedback

Workspace URL  hitos//apnnauto.cloud.com
Production @ Switch URL
View configured settings

Q [ Android O chromeos: O HTMLs 0 wos 0 mac [0 windows.

. Anti Key Loggin
Updates and Plug-ins v tossing 1 Configured, 0 Unsaved
Enterprise Browser
N .
App Experience Anti Sereen Capture ot Ut A
onfigured, 0 Unsave
 Security and Authentication Enablos anti and shr i app Ul seroons.
Agp Protection
Authentication Mac Enabled Configured
Security Preferences

> Session Experience

) windows
> HOX and Multimedia

3. 7OEZABAV I RE ) w2 L. KRiICWindowsF v 7Ry IR E=A I LET,

‘Search Configuration Settings Q O Android O chwomeos O Hms Qios O Mee O Windows
Updates and Plug-ins. Anti Key Logging.
0 Con v
Anti Screen Capture
0 Conis v
Anti-DLL Injection
0Conf v
the modules
3 HOX and Multimedia DLL Injection Exception Lit f— o
> Accessories
Reset all o default Local App Protection
0 Configur v

both forlocal aop

Windows Edt | Configured

4. |WEA T I )vILET,

Windows O EZBERBBEENTRRINE T,
5. 7O XAV I MIENMT 3 7O0CXICET3EHREZEML £,

IR

"name": "sample_program.exe",

"publisher": "sample_publisheri",
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"signature": "sample_thumbprint1"

Manage settings for Windows

[ -
{
"name": "sample_program.exe",
"publisher"”: "sample publisherl”,
"signature"”: "sample_thumbprint1”
by
{
"name": "abc.exe",
"publisher"”: "sample publisher2",
"signature"”: "sample_thumbprint2"
}
1
4 »

s,

P =

e name | IMBASTY, RAEFIC. publisher ¥ signature IFRABETIEHD £
ho TeZL. ELWZOEINU I MIEBMEINTWE C EZHERT 3720IC.
publisher ¥ signature ZEBIMTA_&ZzHEE#MHLET,
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e ¥, TOT7OVIICEROIY N EEMTAZET. OEXBRNAY X MIER
DOFOLREZEMTEE T,

publisher ¥ signature DIEHREZHIF T BICIE. publisher ¥ signature DIFER
RS I228RLTLLIETL,

6. TEXEREZ IV IL. RCTFEZFELEE Vv I LET,
7. NRAREA A T7OTRYIRT, BWsI2U v I LET,

Publish Settings

Do you want to publish these settings in Production?

)

8. Citrix Workspace7 7 = BiL& L £ 9,

USB7AINEA—RSAN—BANA IR 2ERTS

ULTOWTNHDEEEFER LT, USBTF/NARXEUSBT 1 ILZ—RSAN—FRNY X MIEM
TEE9d,

s JN—TRIVS—FT2xI b 2FERTS

e JO—NILT7TVr—=a VBl —EX Ul RT3

ITIN—=TRIVS—FTOxV +ERATS

1. gpedit.msc Z3E1TLT. Citrix Workspace 7 7 DT I —FR) > —A4TJ U FEEBRT
DTL—FrEREET, FEHICOVWTIE. JIL—TFRIVS—F TV b EBRBRLTLIES
LYo
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2. AYEa—2—0tEl./ — R T. EBE7T>7L— bk > Citrix Components > Citrix
Workspace™ > App Protection > USB Filter Driver Exclusion ListD|BICE&H L £ 7,

=/ Local Group Policy Editor
File Acion View Help
e & 1= o:1i 4

- Local Computer Policy ~ App Protection
v & Computer Configuration
> [ Software Settings
> [ Windows Settings
v [ Administrative Templates
v [ Citrix Comporents
v (] Citrix Workspace
> | App Protection
o cep
| Citrix Enterprise Brow|

Select an item to view its description.  Setting State Comment
[ Anti-DLL Injection

lock DoubleHop Launch Not configured No

SB Filter Driver Exclusion List Not configured No

1 Citrix Secure Browser
1 Citrix Workspace Upd
1 Client Engine
7| Compliance
_ Diagnostics
ol
| Fast Connect AP Supp
| Global App Config Ser
1 Multi-Stream ICA
" Network routing
| Remoting client devic
7 SelfSenvice
| StoreFront
| User authentication
7| User experience
> [ Control Panel
> [ Network
| Printers
I Server
> [ Start Menu and Taskbar
> [ system
> (] Windows Components
. Al Settings
v 4% User Configuration
> [ Software Settings
> (] Windows Settings
> (] Administrative Templates

< > |\ Extended A Standard

2setting(s)

3. BWMEEIRL. BN TBUSBTNA ZADAUYA—IDEHRIDEA T3V THFI MRy I XIC
AJILET,
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W/ USB Filter Driver Exclusion List o X

[E] USB Filter Driver Exclusion List Previous Setting N

(O Not Configured Comment:

(®) Enabled
() Disabled
Supported on: ADMX Migrator encountered a policy that does not have a supportedOn value.
Options: Help:
USB Filter Driver Exclusion List This feature is to exclude the USB devices which have compatibilty | "
issues with App Protection feature.
{ ~
"deviceName"; "Device1", When the policy is:
"vendorlD": "FFFF", v
too b omm e Not Configured - None of the USB devices are part of the exclusion
list. USB Filter attaches to all the USB devices if App Protection is
active.

Enabled - Excludes the USB devices(Pairs of vendor ID and product
ID) mentioned in the exclusion list from the App Protection.

Disabled - Clears device exclusion list.
The USB Filter Driver Exclusion List field allows admins to add pairs
of vendor ID and product ID information that can be excluded from

the App Protection.

Sample format to add vendor IDs and product IDs to the exclusion
list: v

=,

/. .

s productID & vendorID (FWMBANTY, —7. deviceName |FMETIIHD £
Ao

e Xfo. COTOVIICEROIY M) EEBIMTAZ T, EHOUSBT /N1 X &[RRI
DX MIEMTEEY,

productID ¥ vendorID ZHW{F9 BICI&. productID ¥ vendorID ZHUS S 2% 5
BLTSETWL,

4. OKZZ Vv L&ET,
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Ja—NILTF7 FVERY—E XUIDEER

1. Citrix Cloud™ 7 ho > MZH 1 >4 > L. Workspace ConfigurationZz ER L £,

B ciexCloua

Y¢ Start Page

Lo Devendra Satram
Nl Cilrix 2 o CeID: bxjansodmsws

Home

My Servict

Library

es v

Identity and Access Management

Network Locations

Resource

Licensing
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Workspace Configuration

Support Tickets.

Notifications

System Log

My Services (5)

op EE

i
Analytics
Secrity performance and usag nsights

Learn more:

Available Services (15)

10

[Eﬂz

&1

2o

Library Offerings Resource Locations Domain Notifications
(_View Library ) (CEditorAddNew ) (CAddNew ) (viewAll )
5 96233 EE & 5 96233
= = ® ° @ =

Daa$ service profile xaccpl
Daas service profile xaccp!

Learn more:

Remote Browser Isolation (2
Protect corporate network from web based

Learn more:

Secure Private Access
Zero Trust Network Access to all IT
sanctioned applications.

Learn more:

5 96233

(=G

XAXD service profile xacep!
XAXD service profile xaccp!

Learn more:

2. TTVEBR > X271 LEREE > WE > 7 ) REZERL £,

cikrix

Home > Workspace Configuration > App Configuration

Workspace Configuration

Accass Authentication Customize Service Integrations Sites nfiguration

Workspace URL  https://apspaute.cloud.com

View configured settings.

Updates and Plug-ins

Enterprise Browser

> App Experience

~ Security and Authentication

App Protaction

Production @

Q O Android O cnromeos:
Anti Key Logging
Anti Screen Capture
Enabl andsh app Ul screens.

Authentication

Security Preferences

> Session Experience

» HDX and Multimedia

Mac

() windows

Enabled

O HTmLs

(& Submit Feedback

=)

0 wos

1 Configured, 0 Unsaved v

1 Configured, O Unsaved A

Configured

®

3. USB Filter Driver Exclusion Listx 2 ') w2 L.
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a O Anioia O cwameos 0 s Qs Owee O Vindows
Anti Key Logeing
1 o v
Ant Screen Capture
i 1€ d. 0 Un v
uthentication
ANt-DLL Injection
10 i v
T ol o 084G
s o and Mutmedia DL Inection Exception List . e o
> Accessories
7 s Local App Protection
esetal fodefault o . ot
Process Exclusion List
10 6. 0Unsaved v
Screen Capture Allow List
Confisured. 0 Unsaved
Stors g
USB Filter Drver Excusion List
1c IN
Windows Egt | Confisured

4. EditF 7> 3> 0 )v I L&D,

Manage settings for WindowsBEIE DR RN E T,

5. USB7 A4 IILAZ—RSAN—FNIJ X MIEBMITZ7OCXFIET7FIICETZE®REZEML
9,

B

"deviceName": "Devicel",
"vendorID": "FFFF",

"productID": "FFFF"
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Manage settings for Windows

[

{
"deviceName": "Devicel",
"vendorID": "FFFF",
"productID": "FFFF"

s

{
"deviceName": "",
"vendorID": "1FFF",
"productID": "1FFF"

}

Save draft

=,

/.

e productID ¥ vendorID IFHBANTY, —H. deviceName (FABETIIHD £
Ao

e Xfo. COTOVIICERODIY N EEBIMT AT, EHOUSBT /N1 X &[RRI
DX MIEMTEEY,
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productID & vendorID ZHUE Y BICiE. productID & vendoriD ZHUET 3
ZBRLTIETL,

6. Save draft #7') w7 L. XIC Publish Drafts #271) w2 L%,
7. Publish Settings 41 7OJRv X T, YesZzZ )y I LET,

Publish Settings

Do you want to publish these settings in Production?

=

8. Citrix Workspace 77 1) Zz Bifcg# L £ 9

productID ¥ vendoridD ZHUS9 3
productID ¢ vendorID ZEUST BICIE. ROFIEZEITLEFT,

1. TNARAIR—Tv—Z2FE. BFAVIMIEMTEZTNARZRDITET,

2. TNAR%BZHIVy L. FANTo 220 )v o LET, 7ONT DRy T7 v TEHEHD
RREINET,

3.z Uy o L. 7AONTA VA SN—RIZTPIDA T 3 & FRLET,

4 714 —JLRT. viD_ OFLTa v X%ZFDMEHN vendoridb THHO. PID_ DFL
T4 v %z D(ED productID T,
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USB Composite Device Properties X
General Driver Details Events

o USB Composite Device

Property

Hardware Ids v

Value

USB\VID_046D&PID_C31C&REV_4920
USB\VID_046D&PID_C31C

‘ OK ‘ Cancel

LD_PRELOADMEE%#ERT 37 FVDEIU X b &8T5
EEC:

LD_PRELOADMEEZ fEAE L 7=5FRT 1) X DRk I, LinuxhRCitrix Workspace™ 7 1) TD
AFFAREET Y,
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App Protectionlid. fBDERTHD 7 1) HLD_PRELOADZFEA L TW3IHE. REINT
Lty avoREEJOvI LET,. EROT7T U THZIHEE. FRIEEBEEINEELTL
35E1E. HFAU X MMEREZFERTEF XY, LD_PRELOADZERT 2D 7 7 DER%
Rl BICIE. FFRl U X hEEBR T AIMBENHD £,

App Protectionid. LD_PRELOADZfER L TWA D7 TUHMRITINTVBRIFE. FREIN
Ty a omEEFEIELET, L. EHRT U THZIHE. FREFEEEINEERLTL
ZBE1E. FAIVX MEREEZERTEE I, cNSDT7TDORTEHFITZICIE. FAIU X
ZHRETIVDENHD £7,

ROFIET. 7)) O— FiEeZRF D7 T 25 ) A MIEMTEE I,

1. RESNVDA/ 7 Iy a >0z 7Oy L TVWS 7O R ZRELE T,
2. HFOV R DR 7 7N ZER L. HESNTOEIZEMLET,

FRESNI-VDADEEB ZHITTVWB 7O R ERET S

App Protection®'LD_PRELOADDERAIC & D RFE S NT-VDADIEI Z 15T 5% E. LD_PRELOAD
ZEALTWA7OCRZHERLE T, EROTOLRIEFFATI X MIEMTEEXY,

LD_PRELOAD ZfEAH L TWA 7O XA EH/ET BICIE. XORXRV T hZEBLEY, .sh Lk
FTREFEL. A—ZFIT4>YRIT sudo E LTEITLET,

#1/bin/bash

declare -A map

append_kv() {
local key="$1"
local val="g2"

local sep="$3"

if [[ -v "map[$key]" && -n "${map[$key]}" 1]1; then
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map["$key"]+="$sepSval"
else
map[ll$keyll]:ll$valll

fi

escape_json_string() {
local str="$1"
# Escape backslashes first, then quotes, then other control characters
str="${str//\\/\\\\}" #\ 5 \\

str="${str//\"/\\\"}"

3+

n . \ll

str="${str//$"'\t'/\\t}" # tab - \t

str="${str//$'\n'/\\n}"

3+

newline - \n

3

str="${str//$"'\r'/\\r}" carriage return - \r

printf '%s' "$str"

print_procs_JSON() {

printf "{\n"

first=true

for key in "${!'map[@]}"; do

if [ "$first" = true ]; then
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first=false
else

printf ",\n"
fi

printf " \"%s\": \"%s\"" "$(escape_json_string "$key")" "$
(escape_json_string "${map[$key]}")"

done

printf "\n}\n"

validate_json() {

local json="$1"

if command -v jq >/dev/null 2>&1; then
printf '%s' "$json" | jq -e . >/dev/null 2>&1
return $?

fi

if command -v python3 >/dev/null 2>&1; then

printf '%s' "$json" | python3 -c 'import json, sys;
json.load(sys.stdin)' >/dev/null 2>&1

return $?

fi
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# No validator available on PATH.

return 2

for pid in /proc/*/; do
pid=${pid%*/}

pid=${pid##*/}

# Only numeric /proc entries are process IDs.

[[ "$pid" =~ A[0-9]+$ 1] || continue

environ_file="/proc/$pid/environ"

cmdline_file="/proc/$pid/cmdline"

if [[ ' -r "$environ_file" || ! -r "$cmdline_file" ]]; then
continue

fi

# Check if the process has the LD_PRELOAD environment variable set

1d_preload=$(cat "$environ_file" 2>/dev/null | tr '\@' '\n' | grep
'"ALD_PRELOAD="' | cut -d '=' -f 2-)
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if [ -n "$1ld_preload" ]; then
# Keep only argv[0] (the executable path/name) from cmdline.

cmdline=$(cat "$cmdline_file" 2>/dev/null | tr '\@' '\n' | head -n

1)
[ -n "$cmdline" ] || continue
# Output the LD_PRELOAD value and the process cmdline in JSON
format
append_kv "LD_PRELOAD=$1d preload" "$cmdline" "|"
fi
done

# Generate and validate JSON output before printing.

json_output="$(print_procs_JSON)"

if ! validate_json "$json_output"; then

status=$?

if [ "$status" -eq 2 ]; then

echo "Warning: could not validate JSON (no jqg/python3 found)." >&2

printf '%s\n' "$json_output"

exit 0

fi
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echo "Error: generated invalid JSON output." >&2
exit 1

fi

printf '%s\n' "$json_output"

ROV T ROEAICEDVWT, REINI-VDADOREBRBMODERER A>TV O %
BHEL. TN OtvXX =) X MIEML XY,

MTFIC. Z00—RURXRZFOT7TUVDIV A 280 HNTZ2RTI B2 FILEGZRLF
ER

S sudo
./detect_1ld preload procs.sh
{
"LD_PRELOAD=/snap/lxd/current/1lib/x86 64-1linux-gnu/libSegFault\\.so": "lxcfs",
"LD_PRELOAD=:/snap/snapd-desktop-integration/387/gnome-platform/\\SLIB/bindtex

tdomain\\.so": "/snap/snapd-desktop-integration/387/usr/bin/user-session-helper|
/snap/snapd-desktop-integration/387/usr/bin/snapd-desktop-integration”,

" "LD_PRELOAD=:/snap/firmware-updater/226/gnome-platform/\\$LIB/bindtextdomain\\
.s0": "/snap/firmware-updater/226/bin/firmware-notifier"”

.

1

FFAI U X MEBRL T 7 1 )L DOER

TOCRFRIVRMER 7 71 IILIE. €Fa) 70 EOEENST I AL ETIEFA VA M—ILE

NEFEA. COBRT 71ILIE. BEICHB ST T IO TER T Z2BELHD £,

1. T$ICAROOT/config/l] 7 # )L —I|ZAppProtection_Preload_Allowlist.json & L\ 5 ZETDZED
T7AIZERLET,

2. XOERT7OCAFMZEMLE S, 2EBDI > ~JIE. LD_PRELOADTREILZ1 7>
FERT2EROTOCREZEEBTZ3HEICOVWTEHBELTVETS,

"LD_PRELOAD_PATH1" : "PROCESS_PATH1",

"LD_PRELOAD_PATH2" : "PROCESS_PATH2|PROCESS_PATH3"
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FLCEBMENIBRERTS 2T Y TILEREZ RICTRL T

3. 771N Z&FREL. XDOT > R%Z{ER L TAppProtection_Preload_Allowlist.json”7 7 1 JL D
VO RFRZEREL X T,

sudo chmod 644 $ICAROOT/config/AppProtection_Preload_Allowlist.json

Pz

TREZE < TcD. BRI Y M) TRENREOERKRANFAI TN TV, KFHRRERK
BXZFIdERE L. ZEONYIRSy>a () TIRT—TTB3RENHD T,

« TR RTVT ROHEIDRDESICH>TVBELFT,

LD_PRELOAD=:/snap/firmware-updater/226/gnome-platform/\\$LIB/bindtextdomain\

\.so0": "/snap/firmware-updater/226/bin/firmware-notifier

« 126D & SBAEBRZMERTBICIE. FORAANGEFFEIT) X ST Y MIICERKRFZFEAT
TEY

LD_PRELOAD=:/snap/firmware-updater/\\d+/gnome-platform/\\$LIB/bindtextdomain\

\.so0": "/snap/firmware-updater/226/bin/firmware-notifier

o WA ERRBNZ-—CAOFHXFTHS 1 & T8 HEENTED. ThH5IFTR
T=TENTVWBZhbhD ET,

LD_PRELOAD=:/snap/firmware-updater/226/gnome-platform/\\$LIB/bindtextdomain\

\.so": "/snap/firmware-updater/226/bin/firmware-notifier

« " BIAM P N (FyLy b)) DXSBMMOHFDHB5EIE. ARICTAT—TLZF
ER
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Windows T7 U REZEMICT S FIE

TTVIREHNRITINTVWBIBE. 7TV REOEMLIZTR—rIhTULWERA, H—HET
NBEREIL. Citrix Workspace 7 TUEBA VA r—=ILL. 41 VX =5 —IC7 TVREBORMH%
73> EEIBVWIETTY,

7T VIREZEMICTBICIE. ROFIEZEITL TSI,
1. Workspace7 V%74 VA —ILLE T,
2. TVAVRAM=IIATET LS. I 0Z2BEEBLE T,
3. Workspace7 7UZzBEA VXA —=JLLZFT,

c UR—XDA YR L=ILDBFE. A VA=V RICTTUREZRBTF TV IRy I D
A>TV B I ZERB LTI RT L,

(& Citrix Workspace

Add-on(s)

Citrix plugins and services (0,/1)
D Start App Protection after installation (©

Third party plugins (0/1)
D Install Microsoft Teams VDI Plugin (@O

Install Cancel

e ARVRZAIUR=ZADA VA M=)LDIFE. /startAppProtection AXVRZ1 U F
Toa aEEMETICA VA M—ILAABRINTVE CCZER LTS ETL,

f5]: PS C:\Users\WDKRemoteUser\Downloads> .\CitrixWorkspaceApp.exe

4, A VRAM=)IHTET L. 7TV REMEIERREICHD e zHRBLEzd,. A ROV
ThTROOTVRZRITLT 42DAVER—R b IRTH [FLE) REICHD %
BLFEF, EAVR—VMIDOVWT RTBIHERRICRINTVSEELSIC. XT—H2R
H'STATE: 1 STOPPED Y RIxREN3(ET T,
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e sc query appprotectionsvc

C:\Users\WDKRemoteUser>sc query appprotectionsvc

SERVICE_NAME: appprotectionsvc
TYPE : 1@ WIN32_OWN_PROCESS
STATE : 1 STOPPED
WIN32_EXIT_CODE : 1077 (exu35)
SERVICE_EXIT_CODE : ® (8x8)
CHECKPOINT : Bx@
WAIT_HINT : Bx@

* sc query ctxapinject

(7 7UIRES T % EMICZT B (len-us/citrix-workspace-app/media/disable-appprotection-
query.png)
* sc query ctxapdriver

(7 7UIRES L) % EMIZT B (len-us/citrix-workspace-app/media/disable-appprotection-
driver.png)

°* sc query ctxapusbfilter

(7 7)IRET « LR —%EWNICT B (/en-us/citrix-workspace-app/media/disable-appprotection-
filter.png)

=+

Start App Protection after installation FT W I RwIRZATICLIEEXIZCTS
H\ /startAppProtection ANV RZSA VAT 3 VB LTAVAM—IILLTH. 7TV
RENMBLE R IFKRIEREBICHRIENZIDITTIEH D FHEA. 7TV RENBEMICHEO>TWVDS
Y= (RE77). RETRI kv F 586E. Web/SaaST7 V) HEEFIThB & ¢
NTOT7 TVREY —EXADNRITREICBITLE T, 7TV EREBZARLERERICRE WSS
3. IRNTOT7 FUREEED TEM ICRESNTVWB I ZHRELTIZT WV, IFE
FRAVER—2 bZEHCTBFIBICOWVWTIE. TES5ZBRLTLIEEL,

ROV =y ay MERZENICTS

CORFAXVETIEF RTV=22 3y M@BHZEMCTEHECOVWTHAL XTI,

Windows TR 27 ) —>> a3y MBHIZEMICT BICIE. ROAEZFEBLE T,
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GPOREICE BRI U—>> 3y MEHIOENL

1. JIWN—TRI)—ITT742—%=HITZET,

2. AYEa—2—0iEH > EBAT > 7L — bk > Citrix Components > Citrix Workspace™ >
App Protection DJEICFE) L. Screen Capture Notification Z:#ER L £ 95
GPOIC&K B RV ) =2 3y ~DERE(/en-us/citrix-workspace-app/media/disable-screen-
capture-gpo.png)

3. fCEL 7-5R7E T Disabled %3EIR L £ 95
GPORREICK DRV ) =22 3 v ~DERE(/en-us/citrix-workspace-app/media/disable-
screen-capture-gpo-setting.png)

4. WA Z#ERLEX I,

LR DB
LT DL, - —DERESNIIVY X ZFvyTFrvLESELTH XTI U—-rPavhk
BRIFRTINEE Ao

CHORELPEBHRINTVWRESZICRIU—=>23y COFFRID X MIEGEINT7 T HE
Fehde. X7U—>> gy MBHREIRERIN. TV RI—HY—I0BMPARTINDS
ESICHED FET,

cSTWNa—FTa Y
C DFEEETIE. Citrix Workspace 7 7 DI £EF%B T 5w b7 +—LTDApp Protection®d k>
TN a—Ta VIR EICDVWTEHAL XY,

RTINS a—TFTa4> 0D FIFICDOVWTIE. UTZERLTIETL,

s — MBS TN a—TFTaTDTFUF
« RS —HITADEH
« App ProtectionDZH#F T v
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App Protectionh’ 1 VX b—IILENTWBHEERT S

Windows[[(FCitrix Workspace 7 1J

Citrix Workspace 7 1) JN\—0 3 221200 %, App Protectionid7 7 # )L R TA VX h—JLENZE
9o o2 L. A——h 1 VX h—JL#ICApp ProtectionZBth I3 F T v IRy I X%&ERL
TEHESMCIB LT, AVR—2RY MEIT O T TRERISARIEREICHZHZBEDLRHD £,

« Citrix Workspace 7 1) /N\—< 3 V2311 K DHIDIFE -

@ Citrix Workspace >

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

|:| Start App Protection after installation

Mote: If you do not enable this checkbox, App Protection
automatically starts upon the first launch of
a protected resource or component,

Install . Cancel

« Citrix Workspace 7 1) N\—< 3 > 2311 EDIHE .
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& Citrix Workspace

Add-on(s)

[:] Start App Protection after installation ()

[N

Install Cancel

Citrix Workspace7” 1) N\—2 3 22212 K DREIDIZS. App Protectionid. Citrix Workspace 7 71)
DA > X ~—)LEFICApp ProtectionZBRICT B F T v IRy I RZERLILBRICDAHFM VR
f=LEN. 771 TRREICED XTI,

@ Citrix Workspace

App protection

Enable this option to prevent screen captures of the app, and to
protect it from keylogging malware,

|:| Enable app protection

Warning: You cannot disable this feature. To disable it, you must
uninstall Citrix Workspace app.
For more information, contact your system administrator,

Install Cancel

7T VREE. BEREILERITPRREOVWINDICED T T, T—EXDRT— X X ZHER
TBICIE. ROVWTNHDDFIEZRITLE I,
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« Citrix Workspace 7 1) N—0 3 2206 A BEDIHE. ROAY Y RERITLE T,

SC query appprotectionsvc

BN Command Prompt

Microsoft Windows [Version 10.0.19044,2604]
(c) Microsoft Corporation. All rights reserved.

C:\WINDOWS\system32sc query appprotectionsvc

SERVICE_NAME: appprotectionsvc
TYPF 212 WIN32_OwWN_PROCESS
STATE : 4 RUNNING
(STOPPABLE, NOT PAUSABLE, IGNORES SHUTDOWN)
WIN32_ EXIT_CODE : 0 (0x0)
SERVICE_EXIT CODE : © (0x9)
CHECKPOINT :
WATIT_HINT

C:\WINDOWS\system32>

« Citrix Workspace 7 71 /N\—2 3 22206 L DEIDHZE. KOOV RERITLET,

SC query entryprotectsvc

:\Users\ra »sc query entryprotectsvc

SERVICE_NAME: entryprotectsvc
TYPE : 18 WIN32 OWN PROCESS
STATE : 4 RUNNING

(STOPPABLE, NOT_PAUSABLE, IGNORES_SHUTDOWN)
WIN32 EXIT_CODE : @ (ex9)
SERVICE_EXIT CODE : & (©x@)
CHECKPOINT :

WAIT_HINT

.

Citrix Workspace 7 71 N—2 3 22212 K DI Tld. Citrix Workspace 7 7V D1 > X k=)L
BICT TV RBEBMC TR F v IRy I RZBRE S gD ATV REERTLTR
T—RRAZHRBLIEHEE. RODIT7—XyE—UHARREINET,
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C:\Windows\system32>sc query appprotectionsvc

[SC] EnumQueryServicesStatus:0penService FAILED 1060:

The specified service does not exist as an installed service.

Windows[[] (7} Citrix Workspace 7 1)
1. OJIREICEH TN TVBR LSO ZREL X7

2. Win+RZ#H LT 1770 RZEELTERTI Ry IXZRE. cnd CASL. Enter¥—
ZWLET,

3. RDIARVKRZERITLFT,
« Citrix Workspace 77 1) for Windows/\—< 3 22311 & D ai%ZFER L TW3BEIE. RO O
R PFZRITLED
o SC query appprotectionsvc
o sCc query entryprotectdrv
° SC query epinject6

o sc query epusbfilter

« Citrix Workspace app for Windows /N\—0 3 > 2311 UB%EFER L TLW3HSIE. kOOY
YREEITLET,
o sSC query appprotectionsvc
° sC query ctxapdriver
° sC query ctxapinject

o sc query ctxapusbhfilter

OJINEY—IHhBIRELL L —REEDICHREZRHEL TSIV,

MachR Citrix Workspace 7 1)
AOJINEICRBEINTVWEIFETOI ZINEL TREELTLET L,

LinuxhR Citrix Workspace 7 1)

1. 1A R=ILD util 7 #IA—IZ8H3 setlog RITRIRET 7 T IILERITLE T, Bl /opt/
Citrix/ICAClient/util/setlog o


https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/troubleshooting.html#log-collection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/update.html#log-collection
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2. SetAllDisabled #27)w 2 LZxd (COFIEIEA T a>THH., BREBEHROTDADUNES
N3EL3ICLEY) o

3. App Protection OF V7 ICBEL £75

4. App Protection @O L R)L%Z. 2 w2 LT Verbose Z &R 3 Z & T Verbose IZFZTE
L9 BEHFLIS—0HHMOJICERINET) o

5. App Protection 7 5 XZEBREL. EOFERZGIV VY I LET, I —T>#E=ZEIRLF
ER

6. wficaDOJZBMICL £, wficazHio ') v L. VerboseZzEIRL £J, App Protection
NA X =ILENTULAEWVD, wiicall &K > THREHTE AWVEE. O 1 < P3563 > citrix-
wfica: App Protection is not installed** ¥ L TRRINE T,

7. EyvavER#HTI L. OJIRESNIOI OO HA/ Y IIEBEHEINTWS T 71 ILIC
EEEINFT,

Citrix Log Preferences

Class Level  Working Level i Expand Al

& Whica Verbose Verbose
1I' — Webhelper

- App Protection Verbote Verbose Set All Default

App Protection Service  Inherited Verboss

Collapse All

Set All Disabled
App Protection Preload Inherited Verbose
— Anti-Keylogging 58 Inherited Werbose set All Inherited
Anti-Keylogging X11 Inherited Verbose
— Anti-Keylogging XCB Inherited Verbose
Anti-Screencapture X11 Inherited Verbose
— AntiScreencapture XCB Inherited Verbose
Crypto Wrapper
M| Date _I Tirne !. MName B| Process 1D ser All Defaul
__ | Thread ID B session D _|UserID || GroupID
All D
M| Log Class || Log Level | Function || Source File St e
[__| Thread Name sat All Enabled
Log Cutput Path Narflogrotrod/1CACEent. log Apply Changes
Max Log Size (MiB) 200 Load Current ]
Max Odd Log Files 2 Load Default .
Max Log Sessions 200

—NB STV a—FT0 2T

7TV REI VR -2 ML BERHIR

Citrix Workspace™ 7 1) for Linux T O— FZFERATIRIDT7 TV r—> 3 UHAERTEINTL
3Ha. A—H— RO —ITEBLET,
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FCEN T T £ A(/en-us/citrix--workspace-app/media/unable-to-launch.png)
CORBZBERT BICIE. ROFIBICRE->TLIEEI L,

1. RDOAX Y FZ2ERALT. 77UREY —EXDNRTINTVBE e 2R L E I,

systemctl status AppProtectionService-install.service

2. IV EBEEH LT BO5I—EHLTEEL,
3. BREBRDBEENERLARVEEIL. (fajp/citrix-workspace-app/app-protection/configure/

configure-allowlist-for-ld-preload.html#identify-the-process-preventing-protected-vda-launch) ©
RUESNATVWB RV T+ZFERALT. BBORRC G >TWS 7O R ZHEL T,

4. FHLTWVWBRT7OERZFAL T BETLTETL,

5. 7 XV/ir—> 3 >HRaRAGEIE. LD_PRELOADEFA ) X hDFEAZIRETL T T L,
B OFEMICDWTIE. (lja-jp/citrix-workspace-app/app-protection/configure/configure-
allowlist-for-ld-preload.html) =SB L T 72 & L,

6. MENRLABWVSEEIE. BAETZO07ZNELTHR-MIEEL T TV, FMICDOW
Tl&. (/ja-jp/citrix-workspace-app/app-protection/troubleshoot/log-collection.html) Z &8 L T <
72T L\,

TTIRERI S —THYICE>TWVWBR VY —IARRA T T7TVICRRETNERW
TTVRER ) S —TEMEOTVNB Y Y —IDRA T TTTVICRRENBVBEIEE. RO
FlEZRITLTI T W,

1. Citrix Workspace7 ZUDUTDON—=I3 2 KD DBHWFEIF. KDFLVN—2 3 VICEHR
LTS,
« Windows[a) (7} Citrix Workspace 7 1) 2002
« Citrix Workspace app 2305.1 Windows&l7F (X & 7hR)
s MW IRT—=PZAR—R 7 F1) 2203.1 LTSR Windowshi
« MUY IRT—=IZANR—R 7 F1) 2001 MachR
« Citrix Workspace 77 /1) 2108 Linux&l7

« Citrix Workspace 77 1) 24.7.0 Androidfa |7

iOS @7 ®@ Citrix Workspace app /\—> 3> 24.9.0

2. Windows 2K16*%°Windows 2K227% £ DWindows<YIILF v > 3V ARL —FT40 VI X T L
IZCitrix Workspace 7 7V %A VA F—=)ILLTVWERWZ EZREFZE L T ETL,
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3. FROFRENBLEINTVBICHEDIDDHOETIY —IAMRKRIINGVSEEIE. O EIREL.
CitrixTZ Z ALY R—MMIBEWVWEHLELETV, OFDOIREICDOWVWTELL IZ. O DX
ExSBLTETL,

AVTLIZAATEZEALTVWAB EZIC, App Protectiond R S —HEICEK>TWS
)Y —=ZMT S IHFICRRINERL

FVTLIRZANT7EEALTUVS E ZFIC. App ProtectionZR ) & —HEICHE->TWB U Y —X
NI ZVHFICRRINABWVEEIF. XOFIEZEITLTIIET W,

1. Delivery Controller™D/N\—2 3 VA 1912 K DEITIFBRWVWZ E ZREFEL TS ET L,
bz

N— 321912 & D EIDDelivery Controller £/ L TUW 3354, App Protectionldt
R—rINTLEEA,

2. StoreFront/N\— 3 >1912h'52203% M L TUL\355I1d. StoreFrontD h X2 <Y A1 X =B
ICLTWADEESEL TL 2T W\, StoreFrontO H X2 I A A= BT B HEICDOVWTEELL
. StoreFrontD A RARZIA X =BNCT3EBBLTLIETL,

3. StoreFront/N\— 3 >2308L %= EA L TLW3IHEIX. StoreFrontD h XX I A X %=BRICT
BREIEHD FH A, StoreFront TD/\1 7)) w REEBID /=8 IZApp ProtectionZ1E L < B®h
IZLTWB D StoreFront/N\— 3 22308 TOD /N1 71w RicEh=#ER L THRERL T

T

4. TINY =T )L—FDApp ProtectiontEBEN IEL < BIICHR > TV B HHEREL £95

5. BIRDERHENBLINTVBRICHENDH ST Y —INRRRINABWVESIE. OJZIELT
Citrix7 7 Z AP R— MIBBVEDELLE TV, OJDPREICDVWTEFLCIE. [Citrix

Workspace7 7 DOJ % N&ET 31 LU TStoreFrontDOJ % N&ET 3] BB LT
U,

App ProtectionBE3h%G U Y —XADEFRICEXF 2 7 HRRBEZBIITEI AW

Windows[al ( Citrix Workspace 7 1) D55, App Protectiontt —E XD N. X a7 RER
BHAHEIIINDE SIS, 1 VRA M=ILHIZA >R M—IL#RICApp ProtectionZRtR 95 F v ¥
RYIRZBMCTEIRELNHBDET, 1A M= ILHIZA VX b—]L#ICApp Protection%
WBIBFTVIRYIRZBMMILEBD o7HBE. App ProtectionZR 1) & —H"ERAR U Y — X & {E
&9 % L. App Protectiontt —E XD BEMICEBRINE T, P XTLERICE>TIE. App
ProtectionDEEENICEREDN DD BIZEN DD £9, HBEICE > T EBFLBVH. F1LTT b+
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ICRBZEHDHDET, FDdH. 1 VA M—=ILHIZA VX b—=)L#RICApp ProtectionZ B8
BFIVIRYIRAZEIRTZ_EZ2HEO L F T, BHE. App Protectionh® B4R Y —X=H
EHTR . X a7 ABEENIEILINDIET TY, 272 L. App Protectionh BRI Y — X%
EEITERVESIF. ROFIEZEITLTILETL,

1. AR 7O ZzEBEBE L LTHE. XOOT > FZ3R1T7LT. App Protectionty —E X
PRITEINTVEINESHERRLE T,

sc query AppProtectionSvc

2. App Protectiont — E ZARIFENTVAWESIE. ROITY RERFLTY—E X%k
L%,

sc start AppProtectionSvc

3. IS—HEIEHmEIRETEHEEIE. OFZWNEL CCitrixT 7 Z ALY R—MIHBEWVWEDLE
2TV, OFDOWEICDOWTELLIZ. TOVoWE] #B8B LTI,

App ProtectionZ B X 7= IXWMIBICTET AL

Web Studio £ 7=lZPowerShellz R L T. > 7LIXEREIEFIVZTORODTIUNI—=TIL—TT

App ProtectionZ B £ 2 IFEMICTETRVEEIF. ROFIEERTL T I,

1. REBRSAEVANGHZIDHERLET. BRERTA 2 IADRVIEE. App Protectionz B3R
ICTBEIFTETEREAS

2. BRERZAECVADBWVWEEIF. BEBFIEVIZBIELTGEMLEFY,

3. AV REEBMLIES. SR —N—%2BE# L. App Protectionz BEE®MICL T
HTLTETL,

4, BHBRSA Y IDHBICHH D5 App Protectionz BRI E 7= ISEMICTET R VG IE.
XDIAY > R%EZFERITLT TrustRequestsSentToTheXmlServicePort HEMICHR>TWVEH
BLET,

Get-BrokerSite | Select-Object TrustRequestsSentToTheXmlServicePort

5. TrustRequestsSentToThexmlServicePort DEMICE > TWLWERWEEIE. XOWLWTNHD
FHETXMLIEBZEMICLE T,

« Web StudioZfEHT3 :
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a. Cittix DaaS™M7 AT Y MMIH1 V1> L. BE > RE > XMLEEBEZBMICTZICEH
LE,

CilTIX | Daas Premium

Manage ~  Monitor Alltenants v Downloads

Home .
@ Settings
Q searen The following settings apply to al resources.
G e
eeeeeeeee ssign li
6 oecre :
B a
B roices
Date and time
@ ussne .
B Ao
=R Ena e users for Remote PC Access
8 s
B AppPackases
© zons
Enable DNS resolution
|z
G slup Resiore
P -
Enable XML trust

b. XMLIEEFEZEBMICTA T ILEAVICLETD,

» PowerShellzfEH 3 3: XMLEFEZBMICT 3ICIF. XROOAIYVREXRTLET,

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true

6. TrustRequestsSentToThexmlServicePort ZHB®IC L7, App ProtectionzBEBRICL
95

7. AIRDEHFDNBZINTWVBICHL DL ST . App ProtectionZz B X 72 IFEICT TR VIS
BlE. Citrix7 7 Z AT R—MIEBVWEDLE L ETL,

App ProtectionsR 1) —HIE L <BEBAIT AL
1. ROEHIBLINTVWBCZERL TSI L,

« HIR—KrETNTWVWB/N—T 3 > DCitrix Workspace 7 7 ZFERALTWS Z o

TUNI =TI —=FICEBHEEDBMICR>TVS I &,
ZOMENTY RRAYMIAVIAM=ILENTWVBEZ &,

Citrix Workspace 7 71U ' /includeappprotection X1 v FEZB ML TTI VX =L
TNTWBZ &,

2. FHRDEHFIBE L INTVBICHD D5 App ProtectionZR1) &~ —HIE L < BRI AL
BaEld. O ZWNEL. Citrix 77 =AY R—MIEBVWEHLELLIETL, O DYNEICD
WTEL <I&. TCitrix Workspace 7 7 DOJ ZNET D) 28R L TIETL,

CitrixlsANAD V1 Y RIUTRI )= 3y FHBEEEL AL
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o RESNT=CitrixT« > KU (Citrix Workspace 7 U &) Z&R/IMLEISEALC £,

LinuxiCApp Protectionfd F DCitrix Workspace 7 FU 1 > X h—=JLEhTWBIBA.
OSZEFHTEIEA

1. Citrix Workspace 7 1) D/N—2 3 22204& DFIDHDZER L TWLS5HE. App Protection
FEEEIX glibc 234U EFER T3 AR L —Ta0 VI RTLZYR—FLTVEE A,

2. AVAM=I)LLIEEE. Y ATLOBREFICOSOREEMNER TIAEEIHD £, OSD
EENEA BEIETBICIE. IOWVWTNHAEEITLTLIESIL,
« OSEHAYAM—ILLET,

« OSOYANJE—RICAD, 8—=F)L%ZfEH L TCitrix Workspace 7 7z 721> X
I\_)I/L/ij_o

« SA70SHh 5B L. BIFEDOSHS rm -rf /etc/ld.so.preload 7 71 IL%ZHIBRL £
ED

RY)O—RHIABRBDO NS TN a—Fa 2T
UTDtEo>a>TlE. BEITIFEMEDODHDIV O OBEE. EDLT TN a—FTa0 0
HEICDWTEHBL £,

ICART7 7AW DBKITATATVWRICHDDDESTEY S g UBREITIATVS

App ProtectionR 1) & — S ARHBEREED BB > TVWBIRET7Z T £HIET RO My Ty
2AYDICAT 7FAIDRIATNIHZE. v aridET L. UTOWTFNADIZT—Xwy
E—URRRENBRTTT,

« LinuxmllFCitrix Workspace 77 1)

Citrix Workspace - X

Session terminated
Session is terminated as App Protection has detected policy tampering. Contact your system administrator.

oK

« MacA ¥ Citrix Workspace 77 7 1J
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Session is terminated as App
Protection has detected policy

tampering. Contact your system
administrator.

Please try again in a few minutes.

OK

+ Windows[AllF Citrix Workspace 77 /1)

Citrix Workspace App >

I Session is terminated as App Protection has detected policy tampering. Contact your
systern administrator,

— Copy text to clipboard

2L ICAT7 7 A UDRTASTNTED, RIS —HETABREDNBEMICHE>TWVBICHDD DS
Ty arhRTEINTULBEEIE. UTOFIBEZEITLTIIZE L,

1. Virtual Delivery AgentT. U T%EETL X9,

a. ROIOATY REZEITL. ctxappprotectionsv H—EXDRERITINTVEIHE SHERE
BLET,

sc query ctxappprotectionsvc

b. ctxappprotectionsvc T —EXNRITINTULAWES. T—EXZHIBTSICIE. A
TOFIEZEITLE T,

i. ctxappprotectionsve U—EXDXZ— k7 v FOEEZHENEETBICIE. K
DAV RZETLET,

sc config ctxappprotectionsvc start=auto

i. ROOAY FZ2RITLTH—EXRZRIEL T
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sc start ctxappprotectionsvc
2. V547> T, ROBIEZITLWE T,

a. vdappp.dll 7 7 JLHCitrix Workspace 7 71 D1 > X b= )LIBFRICEET 2D ESH % HE
#2L £, Citrix Workspace 7 U DT 7 #IL bDA VX M= LBFRIFRDEED T,
« T4 > RX - C:\Program Files (x86)\Citrix\ICA Client
o 1JF w2 - opt/Citrix/ICAClient
e Mac - &ZH7%L
b. Windowsal (¥ Citrix Workspace7” 1) D155 procexp.exe Z R L T. vdappp.dil 7 71
ILHt whica32.exe ICO— RETNTWVWBHESHEREELE T,
c. Linuxm@liFCitrix Workspace 77 1) Di5& . vdappp.dil 7 7 1 )LD whica.exe ICO— R 3INT
WBHhES>hZzfERL £,

3. By a AFLERITHDOEEIE. O ZNEL CCitrixT 7 ZAILTR—MIEMULEHE
<IETV. OV DREDFHRCOVWTIE. TOTDYE] ZBRLTILET L,
Virtual Delivery AgentD BB ICR ) O —HTAREDBEL B <R

Virtual Delivery Agentz BcE) L 7B ISR O — B AREKENEEL A< B o 1oIFE. BicE
#IZApp Protectiontf —E ZBRITTNTVWRWVWI EHRETH ZABEMDH D £, Virtual
Delivery Agent CRDFIEZRITL £ 95

1. DAY R%EITL. ctxappprotectionsve Y —EXNETHT BE) ICKRESNTLS
CCTHRLED

sc query ctxappprotectionsvc

2. ctxappprotectionsvc H—EZXADERITINTULAWGEIZ. T—EXZRIBT B7=0HIRD
FIEZETLE T,

a. XOATY R%ERITLT. ctxappprotectionsve T —EXDXZ— 7 v 7OEE*H
BINCEELET,

sc config ctxappprotectionsvc start=auto

b. XOOAYY RFZXRTLTH—ERZHBLET,
sc start ctxappprotectionsvc

3. RS —HIARBEENEFEFELAWVSEIE. OJ&EWNEL. CitixT7ZhILTR—F
ICHBBVWEHLELETV, OJFDOWNEDFMICDOWVWTIE. OV D YREEZESBLTLIEITL,
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TV RERAFYFzYvIDO LS TNSa—FTa 0T

UFOEoS 3> Tl RETZTEEOHZ VW DOHDOHEE. ZO RS TINSa—F1 vy
HEICDOWTERBL XY,

I5—XytE—SB LTy Yy TLELE

RIET7 FUELRT RO by Ty avhEBAKT L. I5—XvE—IUBRRINBVES
IE. UTFOFIEEETLTI I,

1. Citrix Workspace 7 71 DN—=2 3 VAU TOWTNADN—2 3 > KD HLWHE S HhZFER
LTLEETL,
« Windows[a] 7} Citrix Workspace 77 1) 2309
 Mac[a 7 Citrix Workspace 77 1) 2308

e Linux[al7Citrix Workspace 77 1) 2308
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by Tyl aVidIT—XytE—CZRAETICKRTLEY, 7L, Citrix
Workspace 7 71 DN— 3 YA FIELICEEH SN TWBN—J3 VU ET. App
Protection’R R F v F T v VBN BRMICE > TVWBRBE. RET7 TV ELIFTRI by
Ty aYBIS—XytE—YZRRLTETLED,

2. App ProtectionR X F ¥ F T v IBENBNCR>TVEIDNESHZRHERL TSIV,

3. Citrix Workspace 7 7UDN—2a A EEEON—23 VU ET, RAFvFo v IKEDL T
V71 THRBEIF. O ZNE L. CiixT 7 Z ALY R—MIBFVEHDELEEWV, O
DOUWEICEET2FMICOVTIE. OJNEZBRBLTIEETL,

App Protection’RXF ¥ F T v IDEHICE->TWVWBRH, WA= 3> TlktEyday
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BE. App Protection’RRXF ¥ F v VHEREDERICE > TWLWT. HLW/\N—2 3 > DCitrix
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a. MOIATY R%EFEITL. ctxappprotectionsve T —EXHRERITINTLSIHEERL £
ER
sc query ctxappprotectionsvc

b. ctxappprotectionsve ' —EXDAERTEINTULAEWFEEIZ. XOFIEEETLTH—E
AzRABLET,

i ROOAY> R%EZEITLT. ctxappprotectionsvc service D XX — k7w FOIEE
ZEENCEELEX T,

sc config ctxappprotectionsvc start=auto

i. ROOAYYRFZERITLTH—EXZRBLES,
sc start ctxappprotectionsvc
2. AALTERRAFvFz v MBI RODWITNHADTL T4 v I AN H2 e zEamL £z,

« Windows[a] (7} Citrix Workspace 7 7 1) DI3Z&. windows-
« Linuxf@ ¥ Citrix Workspace 7 1) D&,  linux-
 Mac[E |7 Citrix Workspace 77 71) DIHE. mac-
3. RAF¥FzvIEN BETZ TSV T +—LICRLS>TIELSEMINTWVS C & ZHER
L¥d, INBIETIYy b T7+—LEEBETY,

4. reg DIHFR
( computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\AppProtectionPolicies
) ZHESRL. RAXAF ¥ F v o HVirtual Delivery AgentE EEAIT N TWB Z & ZRESEL £ 9,
5. RO IRTORHENB-INTUVTH. FHLW/\N\—2 3 > DCitrix Workspace 77 71 T v
I VAFRERINTUVBRIEEIE. OJZIXEL TCitrixT 7 Z ALY R—MMIBHVED
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App Protection Posture Check B’% 2375w 7 +—LTIIHEET ZH. DTS v b+
7 #—LTI3#EEL &L

App Protection Posture Check #88l&. 277 v b7+ —LTIIEEET 2D\ DTS v+

T A—LTIEHERELBWEELH D £, /=& X, App Protection Posture Check #8& (& Citrix
Workspace 77 71J for Windows TIZ#EE S BB, Citrix Workspace 77 1) for Linux TII#aE L 7%
LW W77 —R T,

CDESBIFIATIE. ROFIEZEITLE T,
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1. AAILTERAF Y Fz v IMEIC. ROWVWITNHDDTL T v I ADHZHHERL £,

« Citrix Workspace 77 1) for Windows D355, windows-
« Citrix Workspace 77 1) for Linux D3Z&. linux-
« Citrix Workspace 77 1) for Mac D&, mac-
2. RAFvFzvIEN BEITZ TV T +—LICIGCTIELLEBMENTWLWEHHERL X
3_0 CTLBLE’Ij%“/ I\jz'—-[AEE_C\-a_o

3. Virtual Delivery Agent £ED reg DIHFR
( Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Citrix\AppProtectionPolicies )
FHESR L. RRAF ¥ F v o Virtual Delivery Agent ERIEISNTWVWEIHERIEL £, b
I Studio THEHENIEHDE—HLTVWIHELNDHD £7,

4. FEBOIRTOERED =S, Citrix Workspace 7 7 DEFWN—3 0Ty a Uh %
FPEHFINTVRBEIF. OFZIELTCitix 77 Z AT R—MIERKLTLL TV, O
JOWNEDFHAICOWVWTIE. TOJDINE] #8BLTLZTV

mE )

 Windows[]7F Citrix Workspace 77 7 ) O OJ ZUN&E T 5 CiE.  TwindowsmAlF O DUEE) %
BRLTIEIL,

« Mac[E\l7Citrix Workspace7”? 1) DOJ Z & T 3 Icid. MacmITAOJ DINE] ZBBLT
TEEL,

« Android@l (¥ Citrix Workspace 7 7 0OJ ZNET 3 ICiE. TOTDINEREI #BRLTL
f2E0

« Linuxm@ ¥ Citrix Workspace 7 71 0OJ = R&ET B ICIF. ROFIEZETLE T,
a AYAM=)DutiT« LY FIICHZOUFRERITAERT 7AMINZRITLET, B /opt/
Citrix/ICAClient/util/setlog.

b. (7> aYy) [TRTERMCTS] 22Uy L. BEROTDADPNESTNTVWE
EHESELE T,

c. 7T7VREDOOVEHRICBEL X,

d Z77UREOOJLANILEFYZ v LT [l %=&IRL. FHICKRELET (B
IS5—OHAHPOTICEHRINET) o
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f. LinuxQJA—7T«UTa (7> ~=/L77 L2~ Uh Sutil/setlogZz &) = {ERL T,
REFrILOOT LN ZERICEELE T,

g. wlicaDOJZBMICL £, wlicaxBFo U v o LT [l =ERLES, 7TV IRE
RAVZXb=ILENTVAWVD, wiicaTHEEHTEARVEE. O3 < P3563 > citrix-
wfica: App Protection is not installed ¥ 72D £ 9,

h. wfica%z 2 ') w2 L. winstation drivero 027 L N)L% [F] ICZEBELF T,

vl arakETie. OJIFO7FEOOTHEANRICEH TN TWVWSE 7 71 ILICEE
REnxd,

Citrix Log Preferences

Class Level Working Level Expand All
-3
! Wiica Verbose Verbose Coll Al
— Webhelper
App Protection Verbose Verbose Set All Default
i— App Protecton Service  Inherited Yerbose -
Set All Disabled
I App Protection Preload Inherited Verbose
— Anti-Keylogging 58 Inherited Verbose et All Inherited
| Anti-Keylogging X11 Inherited Verbose
— Anti-Keylogqing XCB Inherited Verbose
' Anti-Screencapture X11 Inherited Verbose
— AntiScreencapture XCB Inherited Verbose
Crypto Wrapper
M| Date (8] Time H| Name H| Process 1D set all Default
|__|Thread ID B Session 1D _|UserID | lGroupID
i | \ All D
M| Log Class |__|Log Level | Function | | source File ol Mo
|| Thread Name St All Enabled
Log Cutput Path HMearilogriotri1CACEent. log Apply Changes
Max Log Size (M) 200 Load Current |
Maxx Odd Log Files 2 Load Default
Max Log Sessions 200

« Virtual Delivery Agent DOJ7 ZUNE T 3 CIE. ROFIEZEITLF T,

a. CDF O +O—=J)LZ AN LT App Protection H—EXHNS L —XZEF T B ICIE. IART
GJ:E‘\/\\J_)I/%%HQL/*?—O
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Al coFcontrol
File View Tocls Fiter Help

@sinry [ Swterg [l SeetVowComorw | v

Enter module name or select a binary file: ||

MF_DLL_CtxVideoCodec

¥ | (] MF_Libeary_MMProthlarshal PE_Library_CixSensVeLb BG4
JopExpenence CreateProcess Hack ur_nu. CxWeb AuthnHook n nF Lh-!y SREventLog PE_Library_MiVic_User_Mode
AepExpenence | 51 MF_DLL_CixWinkogonProv L] rary_System PE_Library_Mric:_User_Maoced
AepExpenence_ QuSensVeSve MF_DLL_Coowsapi (] MF Luaw Twwatemark PE_Library_PicaSveChent
AppExpenence_ O MF_DLL Cutill (] MF_Library_VCTrace PE_Library_SensVelb
AopExpenence_Data TransfesCommon MF_DLL_kcaPed ] MF_: PE_Senvice_CtxAppProtectionSve
AppExpenence_Dnd MF_DLL_ImeVe [_] MF_Service_CtxlcalCtisSve: PE_Service_CteAudaSve
AppExpenence_ExplHook HF_I)LL MarorCredentiall [_] MF_Service_SEMS PE_Service_CtrCestManagerSvc:
#AppExpenence_GeolocSime MF_DLL_MMHost Transpoe (] MF_Service_SEMSComPlugn PE_Service_CtxCieMipSve
AopExpenence_LaunchRedrectr MF_DLL_MMVD [_] MF_ _ServerFTA PE_Service_CtxDnd!
AopExpenence_ibCioboard SveActor MF_DLL_SMC [_] MF_Session_Continuum PE_Service (G
AppExperience_MulbiTouch MF_DLL_UpCient (] MF_Seasion_CtxPrelaunch PE_Service_CtxMutiTouchSve
AopExpenence_SCardHook MF_DLL_UpProw [_] MF_Session_EuemApp PE_Service_CtxNsapSve.
AppExpesence_SeHook2() MF_I)LL UsbStor [} MF_Session_ICACTLS: PE_Service_CtiRogHelperSve
AppExpenience_ShellHook MF_DLL_Win32SplHook [_] MF_Session_ICAFT PE_Service_CtrRogSve
fppExpenence_TaskbarGp MF_DLL_ Wesca (] MF_Session_ICASTExe PE_Service_CtxSmatCardSve
AcpExpenence_TWI MF_Driver_CoUpcibs [_] MF_Session_KiMap: PE_Service_CxSwcl
AopExpenence v MF_Driver_CoUpDrv [_] MF_Seasion_VerfyVModule PE_Service_MrVcSvebd
AopExpesence_VDAIEInterceptor MF_Driver_CollpdUl [} MF_: FE,S«:-m_QmM-mIX
AopExpetence_Vda MF_Driver_CiDVC (] MF_ Uity CMSTART Pokcy_lca_Setings
BrokerAgent MF_Driver_kaEndpoint (] MF_2c_ Pobey_les_VC
Broker. ME_Driver_PDCommon (] ME“2c FortDt Poica_DIL_CoxAdpomDmo.
EBrokerAgent Distrbuted Tracng MF_| r_POCypt [_] MF_Bc_Supll Poica_DLL_PICAddapi
BrokerAgentEvents MF_Driver_PDRFrame L] WebSockel Core Potica_DLL_PICATW
BrokerAgertHeathCheck MF_Drrver_Rdd (] Metworking Web Socket Portica_DLL_PICAWsa0i
BrokerAgerdLaunchStare i 5 MF_Driver_RMPNDrv (] Networking WebSocket Hub Portica_DLL_WmiPhugin
BrokerAgeriLoadBalancng HDX_Mukimedia_WebSocketAgent MF_Diiver_SMC Cl WebSocket Rpc Portica_Driver_Picadd
BrokerAgentMontorManager HOX_Mutimedia_WebSocketPipe MF_Driver_TwExpod [ PE_DLL_Ouxlocationipi Portica_| -
BrokerAgentPlugn Frosy HOX_Mukimedia_WebSocket Service MF_Driver_Wdica (] PE_DLL CoclocationApiéd Portica_Hook_PicalATweak Hook
EBrokerAgent SeasionMontonng F_EXE_Cinghx [} PE_DLL_CocliMon SCCMVDILog
BrokerAgent SessionParameten MF_GhxStack_Mgr ] Dynbink_ClentNotf Area Settng_U
BrokerAgert Shortcut Enumerator MF_GEx_PxdProvider (] PE_DynLink_CMPAPI StackContral_Agent ToStack
BrokerAgent WakeOnLan MF_Gix_StatusTodl [ PE_DynLink_CMPAPIS StackContral
CdeBrokerigent MF_Hook_iemelHook [ PE_DynLink_CMPCOM StackControl_Stack ToAgent
Service MF_Hook M ApHook [} PE_Dynink_CMPCOME4 uw,

Carse Authentication IdenttyAssertion MF_Hook_MmHook (] PE_DynLink_CMPEMUL UWACache Service
CarsLocallUserSrv_Chent MF_Hook_Reglsa [T PE_DynLink_CMPEMULES uw
CarscLocallUserSov_Service MF_Hook_SmastCard (] PE_DynLink_CMPMRVC WMIProxy

MorkorPiugn MF _Hook_TzHook [T PE_DynLink _CMPMRVCE4
CaraServioesManager_Clent MF_Hook_UlHook [T PE_DynLink_CMPVDO
CaraServicesManager_Senvice MF_Hook_VIPHook: [T PE_DynLink_CMPVDOBS
Deskacpinfomaton WHiLog MF_Library_Aggregator [T} PE_Liovary_CiuMp._KeyStorage Mgr
Deshacpinfomanon WMILkisLog MF_Library_CareCop l P ChiMap _Vakdator
Devices_CamControl MF_Library_CredertialProviderPugn || PE_Library_CMPSr
Devvices_ChiRdr MF_Library_QtiPacket [T} PE_Library_CMPSr64
Devices_icak2m MF_Library_CtxPriP Manager Cl PE Library_CixCppBase
Devices_icak Zmeng MF_Library_CxPriP Litis || PE_Library_CiGvchBase
Devices_icausbt MF_Library_CixSSPI [] PE_Lirery_CixMisapProv
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Devices_PrcaProvider MF_Library_imeCommon L] PE_Library_CixSensVelibDl
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1. OJELE IS 3 VICEH TN TULSCitrix Workspace 7 U O % NE L £ 95
2. DRATLFAE I a VICRRE TN TVWEI AT LFMZINEL X7,
3 BEREEI I VICR#ETN TV IMEREZINEL XY,
4, RIGFHAE I a VICRBETN TV BRIEFHEZINEL £75
5. ZOMOFEMtE IS I VICEBINTULS EOMOFMEEZINEL X7,
6. TOCRNYTBREDNT #—X 2V AMEDIZE. BETZTOCIRDRLBXEVE Y TZ
ROFETHEFYTF v LET,
« procdump -ma 1234 C:\dumps\myprocess.dmp

e 1234 |, BAETZ 7O FOELRIDTY,

« C:\dumps\myprocess.dmp |&. Z>F T 71 ILAD/NZATY,
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2. TSystemdetails] T aVICEBHEINTVWERLSIC. SXATLFAZINELE T,

3. Tissue Environment] €72 a VICEBEINTVSE L DI, MEREZINEL X T,

4. TEnvironment Details] €72 aVICEBE#IN TV LS. RIFFHEZINEL F7,

5. TOther detailsy £ aVICRESNTVB L SIS, EDMOFMZINEL X,

6. 75vad 37 TNT—2a3 OREBATIA Y T 2F v TF v 95K 5ICWindowsZ 18
L Ed, FMICDLTIE. MSDN®D [Collecting User-Mode Dumpsl ZZB LT 7230,

7. WELIcIRTOOT Zzip7 7 1 ILICRF L. CitrixTR— b7 =7y 7O—RLEY,

AppProtectionZ 1 >~ X k—JLL7=CWATZ 2T LHBSODICEBT S

1. Tlog collection] £ 3 VIZEEHINTWS K S, Citrix Workspace 77 1) 0 O4 = &
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2. ISystemdetails] 7> a VICEBEINTWVWALS IS, PATLFMZINELFT,
3. Tissue Environment] €72 a VICEBEINTVSE L DI, MERRZINELE T,
4. TEnvironment Details] €72 aVICEE#INTVWE LS. RIBEFMZINEL T,
5. TOther details] £ avIlEBEINTWVELSIC. EOMOF@AZINEL £,

6. BSODR—JICKRRENBBILEIS—J—FZXELE T,

~

BSODDFTELRBX BV AV TZINET 3 & S5 ICWindowsEHEBREL £9, H1E U RUIIDWVWT
I&. U > TlGenerate a Kernel or Complete Crash Dumpl ZEBB LT 7T LY,

8. WELIEIRTOOT Zzip7 71 IILICRTFEL. Citrix 7 R— b —XZF7y7O—RLE T,
App Protection ZfEFL T CWA Z1 VX b—ILLTR. FTVT—2a B RES
DICBIfEL AW

TIVr—=2 3 OF;EHNEWN. 771 v IHHBIBLTWVWS. F—R—RICEENH IR L.
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4, RIEFHE I a VICRE TN TVWIREFHAZINEL £,
5. TDMOEAE I a VICBEHINTLW S ZOMOFERAZINEL £7,
6. NELLEIRTOAOY Zzip7 71 ILICRZFEL. Citrix 7 R— b =7y 7O—RLTLE

TL,

‘s

¥ 2T LFE
1. BERATLFMZEIS T 2ICIE. KOOV RZETL. BRDO.nfo7 71 ILERHELT
<TEEW,

« msinfo32 /nfo C:\path\to\output\systeminfo.nfo Z3{TL £,

« Citix¥ £H 93 .nfo 771 ZRELET

2. RDOPowerShell AV REFEALT. 1A =IILENTVWBRT7 I r— 3 %= —8RTR
L. BAOZE 771 ILICRELE T,

Get-WmiObject -Query "SELECT * FROM Win32_Product" | Select-Object -Property

Name, Version | Out-File -FilePath "C:\path\to\your\installed_apps.txt"

3. Citrix¥ #H 93 installed_apps.txt 7 7T ILEZREFLZX T,

RRDORE

1. 7w 7L —ROEME: R ED0S. CWA, F/=3V I b0z 707 v oL —RICET3IE
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LTLEETLY,
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4. F7A—A—N—S a3 . FRPOTO—H—N—2a3 Vv ETLBEHL T IEETL,

5. StoreFront/WSP/X—< 3 >: StoreFront X 7=idWorkspace Services Platform®/\N\—< 3 > 55l
ZEOHTLIETL,

6. PTFIAINREELUVT7OFINIIT. A VA =L TWBtEFa 7oV T boxT
EN=23VBEREVIAST Yy FLTLLRZEL,

7. RV 7 b0z 7 EFRFDORENY 7 Tz 7EEEH L TLIETL,
8. ETFARE: LORBRLDHDI-HIC. BEORBEZIRMHEL T LTV,
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1. TAMEY M7y T ERER ERLCEEOBRE T FODHIC. BRBREZSTCTR
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3. BRI A — DEE EEA(BET DD, ORIV A - OERMREICRET 5
R=rFory hEHBLTLIETL,

4. BEBERITIZBTNAR BROIZDHD )Y —RZBEIBMMIT L. BIDHE TSI, &%
RIFTBTNAZRDEZEREL TSIV,

App Protection NJLAFTwH—

FApp Protection NJLXF T wH—] (. Citrix Workspace 7 1) (CWA) DR ED—ERT
T, BREFTvH—RICHD XTI, CDV—ILIE. O—AHILCWAZY 1 7> kH 5 AppProtection
RIEOREMCEY b7y IZ2HRTIDICRIIGET, cNZzFERALT. MEZRHICERL.
AL—=XBIVARVIVAEZMIFTEE D,

App Protection NJLAF TV H—ADT7 I RHE
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1. Citrix Workspace 77 7 ZB T £,
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‘ @ Citrix Workspace = et

Advanced Preferences

Connection center High OPI
Shortcuts and Reconnect Keybeoard and Language bar
Citrix Workspace Updates Data collection

I Co nﬁguratiun ch eckerl Recet Citrix Workspace
Delete passwords Support information
Citrize Files Log Collection

Authentication Settings

About

Version 25.8.0.39(2508)
© 2025 Citrix Systems, Inc. All Rights Reserved.
Third Party Motices

4. App Protection NLAF Ty hH—IEZ DI a3 N THETEEY,
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@ Citrix Workspace Configuration Checker *

Test Providers

Select
[] SSOMChecker AppPHealthChecker
| AppPHealthChecker
Run
5. Provider Suite Test Details
a AppPHealt...  Installation_St.. Is_Product_Installed AppProtection is installed
a AppPHealt...  Installation_5t.. Are_Drivers_Installed Drivers installed correctly.
@' AppPHealt..  Service_Status  Is_AppPService_Runn... appprotectionsve is running,
a AppPHealt...  Service_Status  Is_CteApDriver_Runni.. cbcapdriver is running.
a AppPHealt...  Service_Status  [s_CtxAplnject_Runni..  cteapinject is running.
X AppPHealt., Service_Status  Is_UshFilter_Running cteapusbfilter is not running,
a AppPHealt...  System_Status  AppProtection_Regui.. Mo reboot required.
@ AppPHealt...  System_Status  Is_Lower Filter_Driver... Lower filter driver is not configured.
a AppPHealt..  System_Status  Is_Upper_Filter_Driver... Upper filter driver is not configured.

App Protection AJLRF T v H—DfEH

App Protection NJLZF v A—IF. & X T LDAppProtectiont&i & BNERRICEE 9 2521
FrvlzeRTLET, COV—ILIF. RIEOESMICETIRARZRMEL T, BENLHERD
A—EoERLOMEZFET DDICRILE X T,

=+

COYV—=I)LIZEEZ=BENICEBELEFEA. L. TEORAEE NS TN a—FTa 20D
DR RZIRELE T, COBMBERZEEIZ T, 77U Tr—>3>0/N
T#—XAEEMEIRLEL XY,
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d>7F X b App Protectiontd. I—H—. ZDTNA R, BLKURY hT—JDRRICEDW
T. App Protection’R) & —% A—H—DH T v MIZEHLFET TERT 2 72HD T DM HFTER
MziRELFT,

> 7% X b App Protection®D3RZE

Broker Access’R ) ' —RRBITERINE R 7« L Z—2FEALT. O>TFI M App
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2T 2RUEERLEF T, R —IF—EDRATERINE T, FHRAFE—DTUN
J—=JI—TICBE[MIT oM. BT IILR— 77 XEFHOEY FEFEET,

J—H—&. BEROFFMN Broker Access R > —D1DU EDFRBIDERE T 1 ILZ——HT 3
BEIC. TUN)=TIIN—TFA\OT7 7 AEZBRELET, 1——IF. TI7FILFTET1 A
DEDTINI)=TN—=TFIZHTIEATETEEA. BEHICEDWVWT. T 5ICBroker Accessi )
—HERTET XY, BHRORAERLCTIN) —FIL—FITEBATET XY, FHAICDOVTIL
New-BrokerAccessPolicyRulex BB L T £& LY,

Broker AccessR ) —FRAIDUTD/IN T A—F—|F. A—HF—DFGENT7 IR P —HAIT
ERINTESR T IIL2——K9T 3551, App ProtectionZ A>T F X MIIG L TERICT S
FIMZTRELFT,

* AppProtectionKeylLoggingRequired

* AppProtectionScreenCaptureRequired

Broker AccessR ) & —RAITEEB INTL ESmart Accessh ) o —Z{EAL T, EHE T ILX—
EEIBICKNDIAZFE T, CORETHEAINTWS>F U AEESBB LT, Smart AccessiRl) > —

FERALTI>YTF X App ProtectionZRE T B HEFEBRL T,

A>T F X b App Protection®> 7 1) #
O>7F X b App ProtectionZ BINIC T B HEICEET A2V DHADIFUAZUTICRLE T,

 Access GatewayiZH T7 7t X ¢ 2NE 11— —m@IFApp Protectionz BXIIC T 3
s FEINTVLARWVT /N X@EITApp Protectionz B#ICT

o« TINARARIF v DFERICE T LV TApp ProtectionzZBICT B

« FEDI—H— )L—FMEITApp Protectionz BXNICT B
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IRt
UTH BBz LTLETL,
e A—H—Dxy bT7—oOT5—>a VIZEDLKOFUADEE. Xy bU—oO5—>3 >
T —E X (NLS)
« SAEVREH-
- DaaS D7 1) {R:E
o Smart Access R > —%Z AT 3T F 1) A DiHFE DAdaptive Authentication T > X k)L
X ko
>FHF1

CDIF A TIX. Access Gateway £t L T7 /X TBINLI—H—ICx LT App
Protection ZBRICT B3HEICOVWTEHHAL X7,

1. PR TT+4 TR = 18T %o
2. XY NT—=UDBAAICEDODWT TR T4 770 A% L £,
a. Citrix Cloud ICH 1 >0 > L. Y FO—ODBZAAICEEIL X7,

Nl Cifrix P ) v

I 1 403 &1 n27 o

Library Offerings Resource Locations Domain Notifications Open Tickets

Library

(ViewLibrary ) (CEditorAddNew ) (AddNew ) CviewAll ) (OpenaTicket )

My Services (13)
Workspace Configuration
of [SE) & 5130 510
Support Tickets 113 £ S
Analytics App Delivery and Se
Notifications erformance and usage ncights.  Deliver and se
System Log

{5130

b. Ry FT—JDFRZEMZ D) VI LET,
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Network locations allow you to specify the internal networks in your ribers who access tt their d desk through these d directly to the latency for internal network traffic.

Xy b= DBAEZEMERNRIINE T,

c. BAADAHI 7« —ILRIC. BET 35RO ZASILE T,

d NTUwZIPPRLRABET 1+ —ILRIC. ARy D=2 RBAERLIEVWRY D=2
IP7RLRAEFREIET TRy FZANLETD,

e. JBAAD R 7« —IJL RIC Tlocation_internaly AL £, BEAO X T DEFMICDOWVT
l&. TBFrDART ) #BBLTLIETL,

f. Ry D —DEE 1 T&BIRT. AEFEERL T T,

Edit a Network Location X

[ 105.211.120.59/32 X ‘

XY RD)—OEGAA T RBIREBEETCIP7RLANY AL LTHEBRINTWVWET/NT R
5 Cloud Store ICH A 1§38, EDEFBIIASFRERERINT T,

3. JO—HA—TUERRII— L—ILZtEHKT S

EFUNY—FL—TFIHLT. T4 R T2o0TO—H—TFo LR KU —pER SN
9, 120K > —IFAccess GatewayfRHDEFA T, HI1D2DR S —FEFEHRAT
9. App Protectionid. Access GatewayfRHD¥EHE (AEERD) ICH L TOAFBEMICTER
o F7O—H—TFOEZAR)D— =)L Z#EKT BICIF. UATOFIEZFERL X7,

a. Citrix PowerShell SDKZ - > X k—JL L. Citrix7 0<% ®Citrix Cloud T®PowerShel E&{t
DRABTHEAINTWVWEESICTZ T T RAPIIERL X,
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b. O<Y > K Get-BrokerAccessPolicyRule Z3E{TL £,

BEITZIRTOTINI—=TINL—TOTO—"h—TIEXRI—DU X HRRIN
9o

c. ZELTVWTUN) =2 )L—TDDesktopGroupUidz R DI+ £ 9,

1Enabled
lientIPFilterEna

5, True], [TfCreated

tection

ip, True]}

d. DesktopGroupUidZFEHRELT. TUNJU—=JIL—FITEBINZR) O —Z2E8T 57D
IC. ROOAXY RERITLET, DBRLCEH2DDRIS—DHD. 1D1F
AllowedConnectionsiZViaAGHh'&» D . H 51 DIENotViaAGH'H D £,

Get-BrokerAccessPolicyRule -DesktopGroupUid 15
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» Protection

le0fDalivery . N el very p, True]}

RuleOfDeliv s True], [IfCr "olicyRuleQfDel p, Truel}

27 V=r 3y blid 220RYS—HREINTVET,

+ App Protection_AG - AllowedConnections|iZViaAGHh'Z&EINTWBR) > —T. 77
TRTF— bV T ABRHAOERATY

« App Protection_Direct — AllowedConnections|ZNotViaAGH'ZREINTWVWB R > —
T P9 RTF— b7z RBEATIEBVERETY

4, LTFOOTY REMERLT. App Protection’h 1) & —Z ASPEFICH L TOHFBEMICL. RS
EHCH L TIEEMICLED,

e Set-BrokerAccessPolicyRule "App Protection_AG"
-IncludedSmartAccessFilterEnabled $true -IncludedSmartAccessTags
Workspace:LOCATION_internal -AppProtectionScreenCaptureRequired $false

-AppProtectionKeyLoggingRequired $false
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* New-BrokerAccessPolicyRule "App Protection_AG_Exclude"
-ExcludedsmartAccessFilterEnabled $true -ExcludedSmartAccessTags
Workspace:LOCATION_internal -AppProtectionScreenCaptureRequired $true
-AppProtectionKeyLoggingRequired $true -DesktopGroupuid 15
-AllowedConnections ViaAG -AllowedProtocols HDX, RDP

e Remove-BrokerAccessPolicyRule "App Protection_Direct”
5. MREE:

Citrix Workspace 7 U o> 7o L. BETAVAVLET, ABBERHISREIN
7=V —XX%EEEL £9, App Protection’R) —HDBEHINTWVWE ZehhHHD £, &=H)
DRTY TTHEEEINLIPT FLIBEADT/NA X THZAEERH S, ALY Y —IZiE
gL £9, App Protection’R) —HDEMICHE->TWVWB Zehbh D £,

F)F2
CDIFIATIH. BEINTULAEWVLWT/NT XICH LTApp ProtectionZBIC T 3 AEICDLY
THBAL XY,

FBHEINTVWBATNAIRELEEINTULVAVTNTRIZIEZLDEENHD£T, COFUAT
& TV RRAY MO (EPA) AF v DRI LIEHZRICT NI ADMEEINTVLWBRERAGLF
To TOMDIRTDOTNA RFEBEINTLVERVWT NI RERBRINET,
1. PR 7T 71 TRAZHER T Do
2. UTFOFIET. EPARF ¥V ESURMER) > —%1ERLE T,

a. Citrix ADCEIBUICH >+ > L £7, Configuration 7 T. Security > AAA-

Application Traffic > Virtual Servers|C#E L £9, RT3 RET—/N\— (COHEIE
auth_vs) Zz21) v L£Y,
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CifriX. ADC AZURE AA (1

Dashboard Configuration Reporting Documentation Downloads fol
QU searchMen Socurity > AAA-Applicatin Traffic > Authenticaton Vrtual Servers
i) ¥ Authentication Virtual Servers @ ce
AZURE >
System > Qe . Sl ©
AppExpert > (u] TATE 1P ADDRESS PORT PROTOCOL
[a] oup 2085136176 443 ssL
Traffic
Total 1 Page Vv Page 1 ofl
Optimization
Security v
DNS Security
AAA-Application v
Traffic
nFactor >
Visualizer
Authentication
ADFSProxy
Profile
Groups
Users
KCD Accounts
Login Schema
Policies >
Protection Features >
Content Inspection @ > @
SS1 Enrward pro

b. Authentication Policies > Add Binding|Z#8& L & 95

L y— Contiguratean Reportng Decumantst Domnioads ]
& Authentication Virtual Server
azc % Z | | s
e Paades FUALDGIE
a3 Atumcad Satargy
Cartificate + Pulboms

+ B P
Aebvaissed Authverites atvon Policies +
- N
-
" v
L
] E
. .
Ba
401 Based Virtual Sorvers E
Ba
Blasic Authentication Policies . X

Authentication Policy

No-Authn HTTPREQCOO; 5" EQrmanageoty’

Tre

True NO_AUTHN NEXT

c. AddzZ7 )y I LTRSS —Z=EHLE T,
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Authentication Policy > Policy Binding

Policy Binding

Select Policy*

Click to select > Add E

Binding Details
Priority*
130

Goto Expression*

NEXT v

Select Next Factor

Click to select > Add E

«

d. EPARF v VICEDVWTEREER) O —ZER L £9. RUS—D&RIZANLEF T,
Action TypeX L TEPAZEIRL X9, AddEo U w o LTT7o>a>aEERLETD,

Authentication Policy > Policy Binding > Create Authentication Policy
Create Authentication Policy

Name*

Action Type*

Expression® Expression Editor

Evaluate

» More

<

Create Authentication EPA ActionBEEN'RRINE T,

Authentication Policy > Policy Binding > Create Authentication Policy > Create Authentication EPA Action

Create Authentication EPA Action

Name*

|®

Default Group

Quarantine Group

Kill Process

Delete Files

Expression* EPA Editor

‘ Select v Select v Select v <« ‘

<
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e. IEBSEEPAT7 VL a>DIER BEET. XOFEE=ANL. fERRE= 2 v o LTT7o>3
VEER L £ 9
o &A1 EPAT O S 3> D4R, CDHBEIXEPA_Action_FileEXists.

s FIAILNIN—=T: T T7xINLTIN—TE2%EASLET, EPARD TrueDIFE. 21—
Y—EZT T I NTIL—=TFIEMEINE T, CODHBEDTIILETIL—TFIF
FileExists T,

- BT IL—T Rt L —TRZ AN LE Y, EPAX D FalseDIFE. 1—H — (3 [REES
IW—=TITEMENE T,

e X AFXF ¥ VI BEPARZEIMLET, COFITIE. BEDT 7MILHEFEET BHEIC
EPAZRF v VBRI LTE RALE T, sys.client_expr("file_0_C:\\\\epa\\\
\avinstalled.txt")

MERRE7R ) > —DER BEmICRD £75

f. RT7+0 &2—ICtruec AL, ERZ 2V v o LET,

uthentication Policy > Policy Binding > Create Authentication Policy

Create Authentication Policy x

v Add ‘ ‘ Edit

«<

TR)S—=NA>Te 2T BEICED £9,

HT. ROBEZITVE T,

E

g. TRUS—NA VT4 4]

i. Goto ExpressionZNEXTY L TGEIRL £95

i. DROBERDZREIR 2> 3> T. Application Delivery Controller™ (ADC) MESEERIC
HAL L TcLDAPR Y & — &38R L £ 75

i. NARZTUYILETD,
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Authentication Policy ) Policy Binding

Policy Binding X
Select Policy*
> Add ‘ Edit ®

» More
Binding Details
Priority*

130
Goto Expression*

NEXT v
Select Next Factor

TrustedLogin > Add Ed

D

3. BEAEHTNARAIFRY—bTIERX RUS—%EELE T,

a. auth_vsth—N\—OFEHRBY —N—R—I T, AX—F7I7E2XARI—%ZFBRLFT,
SREIER A8t — /N —(/en-us/citrix-workspace-app/media/step-3-a.png)

b. N1V RDEMZY )Y I LFT,
INA > R DiBN(/en-us/citrix-workspace-app/media/step-3-b.png)

c. RUS—NAYREET. RUS—DOBREI>3>oEMZEIVY I LET,
R > —DEFER (/en-us/citrix-workspace-app/media/step-3-c.png)
HBAEAV—r 72X R —DEREENRRINE T,

Saalk A X — b 770 12 X (len-uslcitrix-workspace-app/media/step-3-d.png)

d. BERATY— TR RV —DEEEERT. AX— ~T77EX RS —DRAHIZ AT
L. ARN—hT70E€8X 7OT7 70NV 2T 2 -HICEMZ I v I LET,
WAERAY—r7I7E2X FOT 7AIILDEREENRTINE T,

e. 7 avOAmEEMLE T, ¥ Ctrustedc AILE T, TDRTIE. B THERAD
Broker Access Policy/L— L TBREINFd, ERZ IV v I LET,

FREE 7O 7 7 1 )LD ERL(/en-us/citrix--workspace-app/media/step-3-e.png)

BEEAN— 7R RIS —DEREEICED £,

f. XEo>a>T 29%Fv>ad23R%2ANLET. COHE. FTIEEBEBEHT/NA
RN Ty aENBT7-8. AAA.USER.IS_MEMBER OF("FileExists") AL X9, 1E
BzoUy o LEY,
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Authentication Smart Access Policy > Policy Binding > Create Authentication Smart Access Policy

Create Authentication Smart Access Policy

s o) ] o]
Expression* Expression Editor
Select v Select ~ Sell v <
AAA.USER IS_MEMBER_OF ("FileExists")
Eval
Comments

RU—NA Y FE@EICRED £75
g. Goto ExpressionzEnd L TGEIRL. Bindz 2 ) v o L%,

Authentication Smart Access Policy > Policy Binding
Policy Binding

Select Policy*

Click to select > Add
Binding Details
Priority
190
Goto Expression®
I END VI @
-

4. FBRINTVWAEWVWTNARDAY—ET7IERARY S —ZEHRL T

a. YITXFT v IvevizlRE, siOFIEDIERICEVE T,

b. Y7 XF v IVTIE. BBEEAVY— 72 A7O7 7 IILOEREET. 727> 3> D4H
EEBMLEY, T Iuntrustedc AFILET, COXRJIE. B TERBO7O—H—772
TRAR)—=)L=ILTERINET, EZIV v I LET,

c. YT ZXAT7 v NiTlE. BERAY— 72RO —DERBEEOREZIS 3 VT, 25
Ty adB3RZTANLET. COBE. FTREEBEINTVWAVWTNAIRICT YD a
INB7. AAA.USER.IS_MEMBER_OF("FileExists").NOT E ASIL £,

5. 7O0—HA—77tEXRR)>—DIL—IL%=#EEL X T,

a. Citrix7' 0% [lGetting started with PowerShell automation for Citrix Cloud] TitBEETHTL)
% & S5IC. Citrix PowerShell SDKZ 1 > X b—JLL. 257 RAPHZIEERL £ 95

b. 1< > K Get-BrokerAccessPolicyRule Z3(1TL 7,

BEITZIRTOTINI=TIL—=TOIRTOTO—Hh—TIEARI>—DU X +H
RIREINF T,
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c. BEI 3T UNU—F)L—FDDesktopGroupUidz B DT £,

tection

IPFilterEnabled
IPs
=ntNameFilterEnabled

“Enabled

True], [I#Cre

NameFilterEnabled

“Enabled

icyRule0fDelive: p, True], [Iflreatec ssPo elfDeliw oup, True]}

d. HFEDTINU—=TI—FICOHBAENER)>—%, ROIYY RZEALTNE
9o

Get-BrokerAccessPolicyRule -DesktopGroupuid 7

e. EEINIETNARZFERALTWAI—HF—%2 T I)LZ) T F3BICIE. ROOAX >V R %
{5 L THIDBroker Accessi R > —&=1ER L £ 95

New-BrokerAccessPolicyRule -Name CAP_Desktops_AG_Trusted-DesktopGroupuid 7
- AllowedConnections ViaAG -AllowedProtocols HDX, RDP -AllowedUsers
AnyAuthenticated - AllowRestart $true -Enabled $true-

IncludedSmartAccessFilterEnabled $true
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f. EEINIT /N1 XDApp ProtectionZ FEXIC L. EBEINTULAELT /N1 XDApp
ProtectionzB#IC 9 B ICld. XDIATY Y RZFEHALE T,

Set-BrokerAccessPolicyRule CAP_Desktops_AG_trusted
-IncludedSmartAccessTags Workspace:trusted -AppProtectionKeylLoggingRequired

$false -AppProtectionScreenCaptureRequired $false

Set-BrokerAccessPolicyRule CAP_Desktops_AG -IncludedSmartAccessTags
Workspace:untrusted -AppProtectionKeylLoggingRequired $true

-AppProtectionScreenCaptureRequired $true
6. MREE:

Citrix Workspace 7 77U 51427 oL, BEYA VAV LET, EPARF v U EHZH
T3 EEINTET NI AN, REINVY - %ZEEL £9, App Protection/R 1) & —hH
BRATATLWAEVLWICADAD T, FEINTLVRLWTNSZIASREALY Y - zkEs L &
9o App Protection’ R & —HERAINTWVWS ZEHAHDHID XY,

>F)F3

CDOFVATIE. TNARRAF Y OBRICEIVT T TURBEENICT I HEEHBALE
ED

1. TNARARIFYH—EX%ZHBHELZET:

a. Citrix CloudicH1r>1> L £,

b. Identity and Access Management > Device Posture (C#5&)L. Manage #27'Jw o L &
ER

Heme * Identity nd Access Management * Devica Poshure

Identity and Access Management

ithimbeatis e AP et kmam ot
Device Posture ® Daabled

c. Create device policy z27 ) w7 L %79,

Create devicy policy R—SHRRINE T,

d. Policy rules T. SelectRule FOw AU > X=_a—%2"')wo L. Citrix Workspace
app Version Z3#RL £,
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e. Selectarule FOY AU XZa—%20 ") vo L. Greater or equal to >= ZERL £
ED

f. & LTERE T BCitrix Workspace 7 FUDN—2 3 & AL E T, ZDFITIE.
23.7.0.19 T9Y,

g. Policy result T. Compliant Z3&RL £7,
h. Name 71 —JLRIZ. RS —DH&FIZANDLET,
i. Priority 74 —JLFRIZ. RUS—DEBEEZANLET,

j. KU —%{ERM L7-7-%. Enable when created ¥ T v 7Ry I X% RIRL TR >—%
BMILET,

k. fElZz2V v o LED,
2. 7O0—H—T0€X RV —IL—ILZEHELE T,

a. Citrix PowerShell SDK = >~ X k—JL L. Citrix 7 A% [Getting started with PowerShell
automation for Citrix Cloud] TEEEINTWAELSICTI T TR APIHICHESL £95

b. 1< > K Get-BrokerAccessPolicyRule Z3E{TL £,
FHETAIRTOTINI—=FIN—=—TFDOIRTOITO—H—TI7EXRKI)>—D) X +H
RLREINFT,

c. ZET BT UNU—2)L—FD DesktopGroupUid = R D1 £ 75
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ection

tection

p, True], [ICr

d. HEDTINV—=TNL—FICOHBERINZR) S —%. ROIIYY RzEALTEEL
9o

Get-BrokerAccessPolicyRule -DesktopGroupuid 7
e. ZEHLT /N ZIZ App Protection Zi#EE T B ICIF. ROV FZERTLE T,
Set-BrokerAccessPolicyRule "Contextual App Protection Delivery Group_AG"

-IncludedSmartAccessFilterEnabled $true -IncludedSmartAccessFilterEnabled

Workspace: COMPLIANT
f. JEEEHLT /N X App Protection Z#EA T B CIE. XOAT Y RZRTLET,
New-BrokerAccessPolicyRule "Contextual App Protection Delivery

Group_AG_NonCompliant"-DesktopGroupuUid 7 -AllowedConnections ViaAG

-AllowedProtocols HDX, RDP -Enabled $true -AllowRestart $true
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-ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTags

Workspace:COMPLIANT-IncludedSmartAccessFilterEnabled $true
3. #&3E:

Citrix Workspace 7 FU D A>T I LE T, 7/ AR O —IZZEHL L TWLB Citrix
Workspace 77U DN—= 3 oh 6t V4> LE T, App Protection R > —hMERAINT
WERWZ eh bbb £9, BE. Citrix Workspace 7 7UDSH 1> T7 o kL. T/ XK
S —|ZHEERHL L TULVR L Citrix Workspace 7 7 DN—=2 3 b1 >4 > LES, App
Protection R > —HBERINTVBR LA DMD X,

)% 4

COIFIVATIE. FEDI—H—JIIL—FICx L TApp Protectionz BRICT B3 5EICDWVWT
FEAL X7,

RDFIET. HEDT I —FDI—H—IZx L TApp Protectionz BIICTETF 75

1. 2—H—IZx L TApp Protection’R 1) & —ZH%#IZ 9 B Active Directory 1—H — )L —F % &
IRLET. CDBITIE. Active Directory1—4%—2' )L —FIIProductManagers T 3,
2. 7O0—HA—TOERARI)—IL—ILZBEBHELFT,
a. CitrixZ@7% [Citrix Cloud®PowerShell BEh{t DFEtE1 TEREASNTULS &L SIC. Citrix
PowerShell SDKZ -1 > X b—JLL. 757 RAPICHERL £,
b. <> K Get-BrokerAccessPolicyRule #E1TL £,
FEIZIRTOTIUNI) =TI —=TFDIRTOTA—A—T7I7EAR)>—DJ X LY
RLREINFT,
c. ZELIWTUN) = )L—TDDesktopGroupUidz R DI+ £ 95,
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ection

5, True], [IfCreated

tection

tIPFilterEnabled
tIPs

p, True], [ICr

d. HEDTINV—=TNL—FICOHBERINZR) S —%. ROIIYY RzEALTEEL
=3

Get-BrokerAccessPolicyRule -DesktopGroupuid 7

e. ProductManagers1—1'—%' )L —F D1 —H—(Z% L TApp ProtectionzR 1) & —Z BRI
IBICE OOV RERITLET,

New-BrokerAccessPolicyRule "Example Rule Name_1" -DesktopGroupUid 7
-AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers Filtered
-AppProtectionScreenCaptureRequired $true -IncludedUserFilterEnabled $true

-IncludedUsers domain.com\ProductManagers

f. ProductManagers 11— —4' )L—7|ZE L TLWa W —H—(Zxf L TApp Protection7ik 1
== EMICTBICIE. ROOAYYRERITLED,
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New-BrokerAccessPolicyRule "Example Rule Name_2" -DesktopGroupuid 7
-AllowedConnections AnyViaAG -AllowedProtocols HDX -AllowedUsers Filtered
-AppProtectionScreenCaptureRequired $false-ExcludedUserFilterEnabled $true

-ExcludedUsers domain.com\ProductManagers
3. 1AL

Citrix Workspace 7 U WBHCRAWT WA IGEHEIE. 1> 77 L X7, ProductManagers
Active Directory 1—4'— ' JL—7®D 21—+ — & L TCitrix Workspace 7 7V ICH 1 >4V L &
o RESNVY —IX%EFREHT B . App ProtectionMERICHE > TWB Z ehboh b &£

9o Citrix Workspace 7 71U h 54 > 77 k L. ProductManagers Active Directory 1—1f—
TIN—FICBLTVWARWI—H - LTBETA VIV LET, RESNLDY - ZkKET
% . App Protection B BMICHE>TWB Z EhhHh b £,

StoreFront[A(3 3> 7 X k App Protection

O>FF X bApp Protectiontd. I—H—. TNA R, XY FT—TDIREICETLT, App
Protection’R) > —%Z 1—H—OH Tt v MIXMHH ST TERT 370D T OO LT Z e
LF¥d,

1> 7% X kApp Protection®D &

d> 7% X hApp Protectionid. Broker7 7t X R —3RAITERINIER 70 L2 —%FH
LTERETEFZET, Broker7I R R —F. A—H—DFUN)—=FIL—F D7 Ut X %H|
He2MAUEEELET, ORI D—IF—EDRTERINE T, SHRAFE—DFT /N —
JIL—TICEERIT SN —EDEFE T I EZ— T AEFIHEIFE £,

d—H—d. EHEOFMH Broker 77X R S —DIDULORBOEEHET 1 IILZ——HT 3

BRI, TIN)=TII—=TA\DOT7 I AEZBR LET, 1—H—F. TT7 I STRETA LR

DEDTRI Y TIN—FIZHTIEATEFEA. BEHICEDVWT. T5IBroker7o7 £ X

RV —ZERTEF T, ERORAUNZRALCTINI —TIL—FICEBRTEET, FL I
INew-BrokerAccessPolicyRule] ZBB LT T,

Broker7 7t X A1) —RAIDID/INZ XA —Z—F. A—HF—DEGEN 7/ X R —3RAIT
EBINER T IL2——KT 3HEIC. App ProtectionZ > TF X ML TEMICT S
FEMERMELEFT

* AppProtectionKeylLoggingRequired

* AppProtectionScreenCaptureRequired
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Broker7 7t X R1) > —TBREN TV SSmart Access 7 1 ILEZ—%FERALT. TEHRT1ILX—
ZRDIAHE T, Smart Access T« ILF —DIERLICDWVTIE. CTX227055Z2 BB L TLZTE LY,
Smart Access’h ) & —%FER LTI T+ X MApp ProtectionZ5RE T D HEX BRI BICIE. K
DOF ) AEBRLTIIEEL,

pe

T 1)\ —2 )L—FTApp Protectionh’BRICHR > TWBIHE. I T F X FApp Protection
BFT 4L TIBERTE £ A. ROITY REBALT. FUNU—2IL—FTApp
ProtectionZ #&3hiC L £,

Set-BrokerDesktopGroup -Name "Admin Desktop"
-AppProtectionKeyLoggingRequired $false
-AppProtectionScreenCaptureRequired $false

St
StoreFrontf@|F 3> 7F X bApp ProtectionZzB#IC T B ICIF. TRIHREM £o > a vICEHE
NTVWBREHZF L TWVWSCEBREL TSIV,

>7 % X b App ProtectionZ BRICT S
« CVAD/N\—3 3 22209 DIHE :

O>7F X bApp Protectiontd 7 7 # )L E TEICHE > TWVWE T, BIDREIFFETT,
« CVAD 220985 & U ZENUFID/N\— 3 VRAlT:

CVAD 22098 K U ZNUEID/N— 3 > T 7% X MApp ProtectionZ BXNIC T B ICIE. )
TOFIBICRE->TLIZE L,

o Citrix Virtual Apps and Desktops®/\— 3 VIZHRFS S 2 3> 7T F X MApp Protection7< 1)
> — (HBET—7 L) %Z. Citrix DownloadsR—IHh54 o >O—RLEY,

o TUNU—=2> bO—5—™MTLUTDPowerShell ¥ > RZRTLE T,

asnp Citrix*

Set-BrokerSite -TrustRequestsSentToTheXmlServicePort $true
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o FUNY—=> O—F—TIA>TF X MApp ProtectionZ BXHICT B ICIE. AT >
FEERITLET,

I Import-ConfigFeatureTable <path to the downloaded feature table>
B:

Import-
ConfigFeatureTable\Downloads\FeatureTable.OnPrem.AppProtContextualAc
cess.xml

HEEDRRBZHERT BICI3

1. A>T F X bApp ProtectionhBIICER > TVWA W ZHERT B ICIE. UTOIATYY RERTL
7,

Get-ConfigEnabledFeature | Select-String AppProtection

2. BMICHE->TWBIES. H/IIC AppProtectionContextualAccess DRRSNE T,

'S C:\Windows\system32> Get-ConfigEnabledFeature | Select-String AppProtection

AppProtectionContextualAcce

AppProtection

>7 %X MApp Protection®D> 7 1) #
Y7 F X MApp ProtectionzZ B 7o IFERICT B HEICEAT LW DHDIFH ) A ZUTFICR
L%,

« BEDT /N1 XX A T TApp Protection= EXNIC T3

e JSUHYR—IADT7IEIDSEBINEREISTLTT TUREEZEMIC L. Citrix
Workspace 7 ZU D 5 DI L TT TV REEEMICT S

« BFEDActive DirectoryZ JL—F DA —HF— (I LTT7 TV IREZEMICT S
e EPARF v UIERICEDVWTTNAIRICH LT T TV REZBWHICT S
e HEDIA—H—TI—FICH LTT7 TVREXZEMCT S

AIEESRAF
HUFH 53 e 2RRABLT LT,

« Citrix Virtual Apps and Desktops™ /N—30 3 > 2109 LUf%
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« Delivery Controller™ /X\—<0 3 > 2109 LAB#
« StoreFront /N\— 3> 1912 LTSR L&
o VPNIREH —N—F /37— b4 BLXURIHMREY —/\N—DIER

+ NetScaler & StoreFrontfE DA RII L TV Z & FMICDWVTIE.  NetScaler Gateway
E StoreFrontDiia1 BB LT LT L,

« Citrix Virtual Apps and Desktops /\—< 3> 2006 £ Tl XMLT—7ILDA V7 R— FHRE
T9

« Citrix Virtual Apps and Desktops /\—<0 3 > 2209 £ Tidk. > 7% X bApp ProtectiontaE
T=7IDAVR— DR ETY

« Smart AccessZ I DB S F 1) A TlE. NetScaler Gateway CSmart Accessz B3IC L £
To FHMICDOVWTIE. CBEH5DOHR—FEEZBRBLTLIESIL,

« TAEVREMH -
o App Protection4 > 7L X X1t

> Smart Access¥ J Z{ER T % > F 1) A [EIF DCitrix Gateway Universal 51t > X

>F)F1
CDOFIVFATIE. FEDT/INA A1 FIZx L TApp ProtectionZ RT3 5EICDWVWTEH
BALE Y,

wini@besktop ¥ WS F U /N =4 )L—FDiPhone— —|ZXf L TApp Protection EXIC 9
BFIEIEXRDEED T,

1. AR— 70 RR)—%1ERLF T,
a. Citrix ADCERBUIICHT>1 > LEF T,

b. £BIOFEHS —> 3> X = a1—T. Citrix Gateway > Virtual Servers|C#ZE L £ 95

BTIO—N—TIOERRIS —ZIBHR T BIcDICHB R BVPNREY —N—R%Z XE
L&Y

c. VPN Virtual Serverz 27 ) v o L& 9, R—JDTFEFEF TR O—J)LL. Session policies
ZOUwOLET, Ly a RIS —D)XAMDERREINET,

d. Add BindingZzZ2 v o L%,
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VPN Virtual Server Session Policy Binding

Add Binding
L
0 PRIORITY
O 100
O 10
0 130
O 140
O 150

Regenerate Priorities

Mo action

Regenerats Priorities

FOLICY NAME

FLOG 1723020000

PLWE_1T2.30.200.M

WorkSpace

chnome_iPhons

temg

EXPRESSION

HTTRREQHEADER  User-Agent” LCONTAINS[CitrixReceaivar™)
HTTRREQHEADER"User-Agent LCONTAINS [ CirinReceiner ). NOT
HTTPRREQHEADER["User-Agent LCONTAINS"ChrixReceiverT)
HTTRREQHEADER[™User-Agent” LCONTAINSMiPhane™)

HTTRREQHEADER["User-Agent” L CONTAINSFhon™)

o)

FROFILE

AC_O5_1T23020001

AC_WB_ 1723020011

workapace

chromme_iPhone

remp

e. Adddz2o )y o LTy aYyRIS—%ZERLET,

Policy Binding

Select Paolicy*

VPN Virtual Server Session Policy Binding > Policy Binding

Click to select

" haa |

Binding Details
Friority*

160

<

{D % Please select value.

f. ty>a RUS—DRFEIZANDLET, COZF A TIE tempTI,

Create Citrix Gateway Session Policy

VPN VWirtual Server Session Policy Binding > Policy Binding > Create Citrix Gateway Session Policy

[ 1D

Name*

temp ‘ @
Profile*

172.30.200.111_443 e ‘ Add ‘ ‘ Edit ‘
© Advanced Policy Classic Policy
Expression* Expression Editor

Select e Select e Select e <«
Press Control+Space to start the expression and then type "' to get the next set of options
Evaluate
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g 7A77A1IIOREICHBAddZ I ) v o L TFOT 71 IE%EIEEL X, Createz V
w2 LET,

707 7 1 )L % IETE (len-us/citrix-workspace-app/media/create-citrix-gateway-session-
profile.png)
h. €wv>a>RUS—04 Y RIDSRITsE—%20 ) v I LET,
i, A=—HY—T—I 1Y bXFHTiPhonezF v U9 BICIE. RORZIER L 75

HTTP.REQ.HEADER("User-Agent").CONTAINS("iPhone")

=% YER (/en-us/citrix-workspace-app/media/expression-editor.png)

jo 2y a RUS—ZERTBICIE N EZIU v I LETD,
2. 7O0—-H"=TI€R RIS — L—)ILZERL T,

TR — 7T A2HET winlebesktop |70 X 9§ BiPhone1—H—I(ZHR) > —% @&
BA73IiE. ROFIEZEITLET,

a. Delivery controller™ (DDC) TXRMD Y Y R&=RITL £ 95
Get-BrokerAccessPolicyRule

Chid. DDCTERSNTWVWEINTDIO—A—TI/ER R —Z—BRTLE T,
CDIFDATIE. TUN)—=F)L—7 win1ebesktop DTO—H—T7 I X R > —
| winleDesktop_AG ¥ Winl@Desktop_Direct T9, KD AT v FDi=®HIZ. TN

V=N =TDTR7 by TINL—TUIDZEXELTEETE T,

b. XOAY Y RZFERALT. 7€ RATF5r—rU /BB TV XJ BiPhonedl—H—%
T4 IILZ—3IBF 3|1, winlebesktop DT OA—H—T7 01X R — )L—ILZ1ERR

L&,

New-BrokerAccessPolicyRule -Name Winl@Desktop_AG_iPhone
-DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers AnyAuthenticated
-AllowRestart $true -AppProtectionKeylLoggingRequired $false
-AppProtectionScreenCaptureRequired $false -Enabled $true
-IncludedSmartAccessFilterEnabled $true
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Uid_of desktopGroupld. X7 v 71 TGetBrokerAccessPolicy Rule% 3217 L TEW{E L 7=
T 1)\ —2 )L —TFDDesktopGroupUID T I

c. 7VERSF—F I ABHTT7 VXT3 winlebesktop DiPhonel—4—I(Z%F L TApp
ProtectionZz EXNIC 9 3 CId. X7 v F1TIYER L 7=Smart Access X Jtempz &R L £ 95
RDOIAT > R#E{FER L TSmart Access R > — ZERR L £ 9%

Set-BrokerAccessPolicyRule Winl0Desktop_AG_iPhone
-IncludedSmartAccessTags Primary_ HDX_Proxy:temp
-AppProtectionScreenCaptureRequired $false
-AppProtectionkKeyLoggingRequired $false

Primary_HDX_Proxyl&. X7 710 Smart Access K1 > — DIERI TUFIICIEEL 7=
VPN{RAEH —N—% T,

d. 7D ®D winledesktop 1—H—IXf L TApp Protection K1) > — ZBMICT BICIE. XD
IRV RZFERALET,

Set-BrokerAccessPolicyRule Winl@Desktop_AG
-AppProtectionScreenCaptureRequired $true
-AppProtectionKeylLoggingRequired $true

3. ¥REE

iPhone®i5& : Citrix Workspace 7 7 1) hliPhone TEEICEEW T W3 B EIF. 1> T7 U ML E
o POV RT— T AHEEZN LT AEBH SCitrix Workspace 7 FUICH A V1V L&
9o StoreFront TRER )Y —IHRIIN. App Protection|FENICR > TVWBIHRELH D £
ER

iPhone AN D 7 /N1 X DIHE : Citrix Workspace 7 1) B F /N1 A TERICEEWLWT L 358 (1.
AT IORLET, 7OERT— bz 1FGZz N LT, 4E88H 5 Citrix Workspace 77 1)
I >+1 > L&Y, StoreFront THRER )Y —IHRR T . App Protectionl$EICH > T
WBRERHD £75

F)F2
CDIF VAT, TIVFER=ADT7 I AHDSRMENI=#ESICH L TApp ProtectionZ &

$hic L. Citrix Workspace 7 7 \J h 5 RS S 3850 L TApp ProtectionZ BXIC T3 5%
ICDOWTHEAL X T,
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LRI, 7o509h 5#EGHREIBENI5EIC winlebesktop E WS FU/ND =T )IL—TDApp

Protection% #E3h(C L. Citrix Workspace 7 1) h' 5 D #E#EIC X L TApp ProtectionZ B¥hIC$ 5 F
BT 9,

1. AN— b7 ERRI S —ZERL F T

a. Citrix Workspace 7 7 W' SRIaINIcERZ 74 ILZ ) VT3 AX— 702 RR1)
=%, BIDIFIF FEDTINA XA T B App ProtectionD#ERML) TERE
TNTWVWBESICHER L £9. User AgentXF75!)IZCitrixReceiverh'd 3 H & 5 H & HERR
TBRHIC. UTOXZERL F7,

I HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver")

COUFIATIE. AXN—rT77ERR)>—IF cwa T,

Expression*

Select o Select Y Select v

HTTPREQ.HEADER("User-Agent").CONTAINS{"CitrixReceiver")

b. Citrix Workspace 7 7 D' SRR INTUVWAEWESE 7oL VI TB3RDAY— T2
1+ A7R1) 2»— HTTP.REQ.HEADER("User-Agent").CONTAINS("CitrixReceiver").NOT %
ERLET, COBE. CDAY— L7 EXR > —|dbrowserTd,

Expression”

Select e e Select e

HTTPREQ.HEADER("User-Agent”).CONTAINS("CitrixReceiver”). NOT

2. T7O—Hh—70tRKR)S—RBEERL £,

a. Wini@Desktop M2DDTO—AH—T7 IV XR) I —%KRRT BICIE.
GetBrokerAccessPolicyRule ZE{TL £ 9, 7 /N —2)L— winiebesktop D5
&, 7O0—Hh—72Ut XK1 —|F winieDesktop_AG ¢ Winl@Desktop_Direct T,
winiebesktop DT RV bw FJ)IL—TUIDZXELF T,

b. MTFDIY > R%ZMERA LT, Citrix Workspace 7 7U D SRS N EHRE T ILR ) >
9 376D winiebesktop DT O—H—TF I AR > —%{ER L £,
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New-BrokerAccessPolicyRule -Name Winl@Desktop_AG_CWA
-DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -AllowedUsers AnyAuthenticated

-AllowRestart $true -Enabled $true -IncludedSmartAccessFilterEnabled
$true

Uid_of desktopGroupld. X7 v 71 TGetBrokerAccessPolicy Rule%x 3217 L TEW{E L 7=
TN\ =2 )L—FDDesktopGroupUID T 9%

c. MFOATY REFEALT. AN—rT7VEXARY cwa ZBBL. CWAZTLTL 33
BRI L T D &HApp Protection’R ) & —%BRICL £9,

Set-BrokerAccessPolicyRule Winl0Desktop_AG_CWA
-IncludedSmartAccessTags Primary_HDX_Proxy:cwa
-AppProtectionScreenCaptureRequired $true
-AppProtectionKeylLoggingRequired $true

Primary_HDX_Proxyld. X7v 71 TAX—F 7O RRU S —DERI TUBIICXEL
TeVPN{REBH —N—%TY,

d. 7oA TERINDED OFSICR L TApp ProtectionZR 1) & — % E/IC T B IC13.
ROIRY RZFERALET,

Set-BrokerAccessPolicyRule Winl@Desktop_AG -IncludedSmartAccessTags

Primary_HDX_Proxy:browser -AppProtectionScreenCaptureRequired $false
-AppProtectionkKeyLoggingRequired $false

3. ¥REE

Citrix Workspace 77 71U B TICFAWTWAHBEIE. 1> 7 T~ L% J, Citrix Workspace 77
TUICBEYA> A L. 792X — b0/ BATHASEGRNSHBER) Y —ZiKEHL
£9, UY—XIIR L TApp ProtectionR1) > —H"BMICE>TWVWB e D £d, EL
)Y =% TS 7HHh SNEBESHRA TS 5 & App ProtectionzR 1) & —HERNIC 7R > T
WaZehhhb £7,

>FIF3

CDIF ) FTIE. FEDActive DirectoryZ )L—7FD 21— — (3 L TApp ProtectionZ fEXh I
THRAEICOVWTHBALED,
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Active DirectoryZ/ JL—7 xd.local\sales |[C/§ 9% WinieDesktop I—H—(Zxf L TApp
Protectionz E#hIC 3 3 FIBIZXD EHED TT,

1. Get-BrokerAccessPolicyRule %Z31TLT. winiepesktop D2DDTHO—H—7It X
R)Y—%RRLET, TUNJ—2)L—T winiepesktop (ClE. Winl@Desktop_AG &

winiepesktop_Direct M2DDTO—H—T7 I AR —H%HD £, winiebesktop
DTFRAI LY TTIL—FUIDEXELE T,

2. winiebesktop D T7AOA—H—TF7 7 RR I —AIZERM L. Active DirectoryZ JL—=
xd.local\sales DI1—H—hSDEHFZ T2 VT LET,

New-BrokerAccessPolicyRule -Name Winl@Desktop_AG_Sales_Group
-DesktopGroupUid <Uid_of_desktopGroup> -AllowedConnections ViaAG

-AllowedProtocols HDX, RDP -AllowedUsers Filtered -AllowRestart $true
-Enabled $true

Uid_of _desktopGroup (. F|[E1TGetBrokerAccessPolicy RuleZ 2T L TEELTUN
1) =2 )L —7MDDesktopGroupUID T 9%

3. ADZ')L—7 xd.local\sales |ZJ& 2 Windows 107 X kv FaA—H—|Z3%F L TApp
ProtectionZR ) > —%EMIC T BICIF. ROOAYY REFEAL X

Set-BrokerAccessPolicyRule Winl@Desktop_AG_Sales_Group -AllowedUsers
Filtered -IncludedUsers xd.locall\sales -IncludedUserFilterEnabled $true
-AppProtectionScreenCaptureRequired $false
-AppProtectionKeyLoggingRequired $false

4. xd.local\sales O 1—H'—%BR< . O DT — bU 1 #E#HtICx L TApp Protection/R1) & —
ZEMICTBICIE. ROOXY FZFEALET,

Set-BrokerAccessPolicyRule Winl@Desktop_AG -AllowedUsers
Anyauthenticated -ExcludedUserFilterEnabled $true -ExcludedUsers
xd.local\sales -AppProtectionScreenCaptureRequired $true
-AppProtectionKeylLoggingRequired $true

5. ¥REE

Citrix Workspace 77 71U B9 TICFAWTWBIHBEIET 1> 7D b L £, xd.locallsales Active
DirectoryZ/' JL—7 M1 —1f— & L TCitrix Workspace 7 7V 1 >4V LE T, RSN
1)y —%ZE2EIY B . App ProtectionhMERICHR > TWB Z e A D £,
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Citrix Workspace 7 U D541 > 77 kL. xd.local\sales [CEEHWI—H—C LTHE
BA2AVLET, RESN)Y —XZHEENT B & App ProtectionhBICE>TWB
Ehhhb £7,

T 4
CDIFVFTIE. EPARF v URERICETVWTT /N1 ADApp ProtectionZ BIC T 3 5EIC
DWTHALE T,
EPARF v VICEMLT=T /N1 XIZx L TApp ProtectionZBMICT 3 FIBIZXRD EED T,
AR -
UTH BBz LTLETL,
o FEE. AR BLUBEBIL—Y—IJIN—T (FI7AILMELURBEEINI—Y—TIL—T
) CE&ERYS—
o LDAPH —/N\—#&p E BER) > —
1. Citrix ADCICH -1 > > L. Configuration > Citrix Gateway > Virtual ServersD|[B(ZF8 L
795
2. BEYTZREYT—N—%ZFRL. Editz7 )y I LET,
3. MIFOREATOT7 71 L ZREL £ 75
4. BETBZRET—N—%ZFRL. Editzo Vv I LFT,
5. Authentication Policies > Add Bindingz 27 ') w2 L £7,
6. Select Policy® FT. AddzZ v o LFT,
7. Name7 1 —JL RIC. FREERU S —D&HIZ AL £,
8. Action Type ROy FHA UV X T, EPAZERL XY,
9. TlExpression] 7« —JLRIC True ZABLF T,

SREER 1) & — DB Y (/en-us/citrix-workspace-app/media/configure-authentication-policy.png)
10. TAction; OFT. TAdd) 22Uy I L%,
11. TNamel 71 —JLRIZ. EPAT O > 3> D&FIZANLE T,

12. TDefault Groupl ¥ Quarantine Groupl DZHIZ AN LEFT. CDF ) A TIE
'Default Groups D#%Ai1lE FileExists) T. [Quarantine Groupl D&#IIE
[FileNotExists] T9o

13. TExpression] 71 —JLRIZ. XDEZASILE T,
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sys.client_expr("file_0_c:\\\\epa\\\\compliance.txt") ||
sys.client_expr("file_0_c:\\\\epa\\\\trusteddevice.txt") ||
sys.client_expr("file_0_/tmp/compliance.txt") ||
sys.client_expr("file_0_/tmp/trusteddevice.txt")

SREEEPA T U < 3 > D& (/en-us/citrix-workspace-app/media/configure-authentication-epa-

action.png)
14. TcCreate; Z2')wv 2o L. D% Bindl 20U v I LET,
15. TSession Policies] > TAdd Binding] =2 ') v 2L %9,
16. [Select Policy] O FT. [Add; Z2)v o L%9,
17. TName) 7+ —JLRIS. £y aYRUS—DOREIZAILE T,
18. TExpression] 71 —JLRIZ. XDEZASILF T,

AAA.USER.IS MEMBER OF("FileExists")

Citrix Gatewaytz v > 3 V7R 1) & — DA (/en-us/citrix-workspace-app/media/configure-citrix-
gateway-session-policy.png)

19. Tcreate]; =2 ')y L. D% Bindl 20U v I L%,

20. R AUV N—DEIHFET. TSearch) &3 77 3> (/len-us/citrix-workspace-app/media/search-
icon.png)z 2 Vv I LET,

21. TPowershell; ¥ A37L. [wWindows Powershelll ZRZE X7,

22. *Smart Access¥ % TEPA_GW:Trusted-Device-PC| *%# 2B L T. EPAXF ¥ VICER LT
TN ZDApp Protection’R ) & —Z\HIC T BICIF. XOOATY RZERALEF T,

Set-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG" -IncludedSmartAccessFilterEnabled $true
-IncludedSmartAccessTags EPA_GW:Trusted-Device-PC
-AppProtectionScreenCaptureRequired $false

Z ZC. EPA GWIZVPNIREHY —/N—% T,

23. *Smart Access¥ % TEPA_GW:Trusted-Device-PCJ *%# &8 L T. EPARXF v IZkB LT
TN ZDApp Protection’R ) & —ZBMICT BICIF. KOOAYY RZERLEFT,
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New-BrokerAccessPolicyRule "Contextual App Protection Delivery
Group_AG_NonCompliant"-DesktopGroupUid 17 -AllowedConnections ViaAG
-AllowedProtocols HDX, RDP -Enabled $true -AllowRestart $true
-ExcludedSmartAccessFilterEnabled $true -ExcludedSmartAccessTags
EPA_GW:Trusted-Device-PC -IncludedSmartAccessFilterEnabled $true
-AppProtectionScreenCaptureRequired $true

24. WREE

Citrix Workspace 7 7U D TICBHWVWTWBRIHEEIE. U117 UMLET, EBETETST7/\1
A5 Citrix Workspace 7 7V ICH A VAV LET, RESINLU Y —XZEH TS . App
Protection M EZIC > TWB Z &b hh D £,

Citrix Workspace 7 7U DS A7 L. BETEHRVWTNAINSBET V12V LE
o RESNVY —IX%EFRHT B . App Protection B BRICE>TWB Z ehboh b &£
ED

>FAS5

CDIFVATIE. FEDOI—H—JIL—FIZH LT App Protection ZBMICT BHEICDOVWT
AL £,

BEDYIL—FD 11— —Ix LT App Protection ZBIC S 3ICIE. HEDI—H—FIL—7F
(12X LT App Protection ZB#IC TS ZBBRLTLEE L,

Workspace Z 1t L7c/\1 7 1) v Fi8hdD App Protection 1+
R—F

Citrix Virtual Apps and Desktops D/\1 7w REEBNE 1. XA T« T T ZTHIZX FT7URLZ A
73 L T Citrix Workspace for Web |21 > > L. % 7« 7 ®D Citrix Workspace 77 1) £ D
HDX TP Y ZN L TURBT7 TV ET AV by TZBEMTE LTI, N1 Ty FEWSFEE
I&. Citrix Workspace app for Web & %1 7 7 @ Citrix Workspace 7 /) Zfl&#EhHhtE T Y —
AR L. FARITSCICHELE T,

=+

TV RRA Y MMIHRA T« 7D Citrix Workspace 7 7V AVR—R 2V MDA VX M—=ILEh
TWLWARWIBA. Citrix Workspace R k77X HDX T Y OmAD T ZUHFRICHZEOA
VA=V ERD £, CDTF 1) A&, Citrix Workspace & 7z1d Citrix StoreFront M
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WIFNH TR kIR Citrix Workspace app for HTML5 & LTHISNTWE Y, CDR
FaXYRTRE COTFUAFITOVWTIFFHBALTWLWEE Ao

GIE =S

« Citrix Workspace Web #L5EI&EE Z HR— b33 7O ZFERALTVWA ez LT

L,

« LTFOWTNHAD/N— 3 > D Citrix Workspace 7 7V EFHALTWVWA xR LTLES
LYo

o Windows fR &> R WO R D=0 ZAR—X 7 1) 2106 L&
o macOShHR > R WO R T—OZR— 7 T1) 2106 LU#%

o« T74JLE® cloud.com RXA>DHHODIC. BARLR XA > % Workspace URL & L TfE
BLTW35E:

o Citrix Web Extension D/\N— 3 W 2440 I THZ e =R L TLIEET L,

o J—2ZNR—2AURLIZ ICitrix) BEENTWSZ ¥, fl: prod.mycompany.com/xyz/

Citrix/* o

N1 7)) v Ri2ED App Protection ZBRICT S

1. ARTZEBMY3HIIC. BFEWVD T ZTHFED Citrix Workspace Web HL5EREEZ 1 > X b—
ILLTLEETV, BEVDOTSTHFIZIEL T LTFownwsgnh o) v ozERAL TSIV,

« J0O0—L

e T JO3ZITUL

WEERMEREZ 1 Y A h—IL T B L. TSV OHERKRETE I/ a VICRTREINE S,
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M %t O N
Citrix Workspace Web
Workspace App Detected
Version 22.11...

Login Timeout

Actit work offline

|
E Troubleshoot

ﬁ (annlnad Logs)

o

Read More

Braafdractes
2. XATA T TSIHNSRANTFICH A1V LET,
3. AT FAIN>TAYY MRE > FICBRELE T,

FIVETFRAI My TORBRBELI> 3> T. REWeb T ST TT TV ET AT My TIH
EEL TWBHEZBEETE £, Citrix Workspace7 U R EREZI U VI LET,

Advanced

Apps and Desktops Launch Preference

Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your web browser.

(Llse Citrix Workspace App)

Citrix Workspace 7 7V ZfFRA LTI Y —RZEFH L TVIIFE. ROF T3 hARRIN
F9, COFE. BERIFFETT,
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Advanced

Apps and Desktops Launch Preference

Launch your apps and desktops with the app or with your web browser.

Current Method:

Apps and desktops will launch in your Citrix Workspace app on your device using Citrix Workspace Browser Extension

Use Web Browser

4. TNT. RESNRET TV EFITRI by T2 TETET,

—RBEEZES ) F
EEDRB L. TOBEAEETITVWS OO F ) A EUTICRLED,
« REIN-T TV —2 3 U EFENT BE1ICCitrix Workspace WebdhaREERE = EXNIC T 2D T

VAVRAR=ILTBRE ROVWITNHADIST—DEELEFT, CNZEBEET SICIE. Citrix
Workspace for WeblC 2 1 > 9 2 B0ICHLRIERER 1 V> X h—JLLTLET LN,

@ Citrix Workspace App ><

You must use the Citrix Workspace web extension to
start this protected resource.

Use Extension
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. |

Web Extension Required
You must use the Citrix Workspace web extension to start this protected

resource. Further assistance can be found on the Help page.

Help

.« EEIFRTE D Web Browser|CHE SN TULBRIHEE. U TFTOWITNHADIS—HAREELFT, C
DIS—%MRRTBICIE. HEEIERTE #Use Citrix Workspace applcZE L TL 723\, 5
IKDWTIE. COUR—FREEZEBRLTIEIL,

@ Citrix Workspace App ><

This protected resource can't be launched. Further
assistance can be found on the Help page.

Help

Unable to Launch Resource

This protected resource can't be launched. Further assistance can be
found on the Help page.

Help
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StoreFrontZx /it L7=/\1 7' U v RiE&IX I 3 App
Protection®D 7 R—

Citrix Virtual Apps and Desktops®/\-1 7)) v FEBI & (&, *1 T+« T T ZIHFTZX M FURLZ A
73 L TStoreFront for WeblZ 1 > > L. %A 7+ 7 DCitrix Workspace 7 1) £ £ DHDXI >
CUENLTURBT7TIVET RV by 2B EHNTSZETY, INATUw R &WS ARG
StoreFront for Web & -1 5« 7 DCitrix Workspace 7 7 ## A EHLE T Y —RITE K L. F
B3 CICHRLETD,

I RARA Y MIRA T4 7 DCitrix Workspace 77 7 AVR—R > DAV A R=ILEN
TUWARLWIZEE. Citrix Workspace A k7 EHDXI VO Y OmADN T ZOoHRICH 2 ELO1 >
2 M—I)LHRRICERD £9, D7) FILCitrix Workspace app for HTML5 L TAIS T
H D, Citrix Workspace & 7z & Citrix StoreFrontO WFNATHRAREINE T, CcDRFa X
VERTIE. ZD2FVAIZTOVWTIEEHBELTLWERE Ao

StoreFrontz /i L 7=/\1 7') w REEFHIIX T B App ProtectionD 7R — k& App Protection
DEMGIY —RZTSOFDOREELVEE T EMEZRELFT,

=+

BEN—a &R HTMWLLY 517> h2fER) £RIETTICA VR M—ILEHDOF T
>3 v EFERLTIHS. Citrix Workspace 7 U DT S U TIEEICKEE SRV,
App Protection®Bzh%at vy 3Oy o Enixd,

StoreFront 23084 %=/ L TLW\31BE. StoreFronthEYIICHEBR I, T IHHhRA
T« 7 DCitrix Workspace 7 7' Z IERICHH % & App ProtectionR 1) & —HBEICH >
TWBT7FVETRI by FICWebT ST ZERLTT7IEXTEEX T, StoreFront 1912
h52203D/N—> 3 %= FERALTUVSIEHEE. ([ja-jp/citrix-workspace-app/app-protection/app-
protection-hybrid-launch-storefront.html#how-to-deploy)z 7 > 3 > TEREEE N TWLWB3 H X &
RAXZBRATIVERDHD FT,

HIPRERIE:
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StoreFrontid. & TWebt 1 Mt >+ > L7 & FICCitrix Workspace 77 1) D/N—2 3
VERELEFT, %O)&\ FAR 2 /N\— 3 > DCitrix Workspace 7 TU %A1 >V AR—ILLT
H. StoreFrontidZDEEZ04 L A, ED7&. App ProtectionR!J) & —DEMICH >
TWBIREB7Z VTR by TS ZR > TR FIFIEST T 50D DD £,
Citrixid. App Protectionz %7R— k L TWLWAWUFID /N — 3 > DCitrix Workspace 7 1)
WMoDREBT7 IV TRV by FOkEEI%Z 70Oy U 9 3App Protection R A F ¥ Frwi%
BRI CZHRELE T, RAFvyF vy 7OFEMICDOVWTIE. (fa-jp/citrix-workspace-
app/app-protection/features.html#posture-check)z S8 L T 723 L)

StoreFront/\— 3 > 2308 B Z N L7=/\1 T U v RicHh

StoreFront/\—< 3 >2308(CI&. App ProtectionR) & —HEMICH > TWBRIRET TV TRY
My TDNAT )y REEIDTR—EAZENTVETH. THIETT7 AL ETERICHE>TUL
9, StoreFront 2308LAETD/\1 7 1) FECENICH S B App ProtectionD B DFEMICDWNT
&, (lja-jp/storefront/current-release/manage-citrix-receiver-for-web-site/app-protection) = 22 L T
<TEELY,

StoreFront/\—7 3 19120 52203% T L7=/\1 7' 1) v RicEh

StoreFront/\—0 3 >1912h 522031, App ProtectionzR 1) > —hH BRI > TWBIRET7 U &
TR MY ZTONAT )y REBZE. RDLSICHREIAAZFERLTEMCTRczY
'_.R_ I\ L/-t Ui?’o

Citrixl&. StoreFront 2308LAZICT7 Y PO L —RTBEIC. COHAREIAXA%HIRT B & %=#t
BLET

b ia

App Protection|CRERCitrix AV R—F Y FON—=2 3 VICDWTE. YA TLEHZBRLTL
=Eun

BREAE

1. StoreFrontth—N\N—VY I VICBRTAIBELH D IRTOT 71 ILEZL. sti-customization-
AppPz:pé:U’)%ﬁU@Zm? M)A T>O—RLZXY, Citrix DownloadsHh5 7 71 )Lz
JO—RLTLEEL 7T1ILIZIIUATAEENE T,

« AT DbinT A RA—ICOAE—FBZHENH BDLL
e V) a—2 a3 hEEET B TcDICWERJavaScript7 7 MILE LV EFOMD T 7 1)L
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« StoreFrontEIEENY ) 21— 3 > Z BT 270 IZE A9 Sdeploy-solution.ps1
PowerShell X 2 1) 7 ~

2. stf-customization-AppPzip7 71 VR L. 7 71 IILHYH SNIIBARTH L LWEIESE
PowerShellz=BZE £9, XD5|8%E3 deploy-solution.ps1 AV REETLET,

« -Action : RTZUTENETITB7I> 3>, SFRAICTNBEIFRDEED T,

o Deploy 777> 3avid. Ya—>avua —LLRAICEBEALEZY, COV)a—
AV EBEETZ T FAINDONY Ty T=EMRL. V)a—>3 2T 7))Lz 0
E—LT. Y —EXZHBEBHLEXT, RODXTU—->2 3w & StoreFrontt —/\—
IV )a—>a zBRd25I7 Y REZRLTVETD,

EN Administrator Windows PowerShell - O x

oy-solution. psl

files to be modified at: ~\Desktop\StoreBackup‘Store
d files
red serwvices.

Naifinﬁ i =criptionsStore)’ to start...

< >

o ApplyUICustomization 777> 3 >id. A RFUINCHREZYA X %ZEAL. Already
installed® & Use light version® 7> 3 Y HARRINBWVKSICLET, DT
vavid. TS UHY—TODRA T+ JCitrix Workspace 7 1) D& Z5&8HIL. 70w
JEINTOFVARHR—FINTVWEWVWSFUFTEZNANRTEESICLETD,
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omization-AppP (2)> -\deploy-solution.psl

trator . WCEPF\Downloads\stf-customization-AppP (2)> |

o RemoveUICustomization 77% < 3 & ApplyUICustomization D7 3 > & TTIC
R L. Already Installed$ & U'Use light versiont 7> 3 Y HBUORRINE T,

e -StoreName : 77> 3> %aERITIIVEDNHEZIANTDHF, CD/INTA—R—|INE
THD. Deploy 773 e eHITEITHRELRHD £,

o -BackupDir : Deploy 772 a e EBICETENTIFBR/NITAXA—F—T. BER
TALOMUIINY I Ty TZER L E T, BSNBWES. Nv I 7y ETRI Y
TICERSNE T, CDNTA—R—IEF T3> TY,

x:

StoreCustomization_Input.dil & 7=|& StoreCustomization_Launch.dll ICBFfEDH A RZI A X
HH3%5E. COV)a—a>xRBETICENSIFLEETINET,

App Protectionh’ BB T SV TR by Tl HARZIA A ZRBRALIERICOARRS
nNExd, BRALABWE., 77UV TR by TIERREINEE Ao

StoreFrontO H X 2I 1 X & TTICR T A&
gD StoreFrontD AW XA YA X% TICR T ICIE. ROFIEEEITL X T,
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1. \Desktop\StoreBackup\< X k 7&> T4 LU FUICBEL. ROT7AIlZzEhENDT 1 L
JhJICOE-LE Y,

« StoreCustomization_Input.dll & T* StoreCustomization_Launch.dll 7 71 )L %
IISINETPub\Citrix\< X + 77&>\bin 7« L2 kI
« web.config 7 7 - JL% IISINETPub\Citrix\StoreWeb 7« L U k 1J|Z

s *js KU style.css 7 7 L% IISINETPub\Citrix\StoreWeb\Custom 7+ L 7 k1|
a:

\Desktop\StoreBackup\< X k 7%> 7+ L7 FUIZHEIHRD 7 7 A ILUANDH R R A
X7 71N HH35EF. BEICHLTENSD I 7AILET« LI M) ZBET S
FToLoRUICOAE—LE T,

2. PowerShell’zfZ £ 9,

3. DX Y R%ZEETLT. NISADMIN & & U CitrixSubscriptionsStore h—E Xz {E1EL £
ER

sc stop IISADMIN

sc stop CitrixSubscriptionsStore

4, RO R%EFTLT. ISADMIN & & U CitrixSubscriptionsStore tt—E X = BERH L
E3EP

sc start IISADMIN

sc start CitrixSubscriptionsStore

FEINTVY—-XONLTVy FEBICEIIZTVRA—HF—TIIX
RYT>VR

1. BEEEMNStoreFronttt —N\N—ICV Va—>a>xEBREALEER. 75147 MITR M7ICHYA
vA4 L. WebZ Z7H TURLZfER L TStoreFrontic 77t AL £ 9,

2. Citrix Workspace 7 7U N T ZUH TERBICBREHINIEADE DD ZHEERTBICIE. PHhOV b
RECHREDRAT—XRAEHERLF T,
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@ Citrix Recerver X -

< C @ nsgepa.bvtlocal/Citrix/StoreWet

DESKTOPS

Settings

About
Log off
Activate Citrix Receiver

Change Citrix Receiver

https//nsgepabviiocal/Citrix/StoreWeb/#

L Type here to search

Citrix Workspace 77 71U hM&H TN 3 &. Aumwmm#EML@oTM5TAT®ﬁﬁﬁ
DETRIMYy TERRLTEHTEERTS

StoreFrontC kL —X%ZB%ICT S

StoreFront T kL —XZ BT BICIE. StoreFrontD RF 2 XY R EBBLTLIETL. ZD K~
L—X%ZEH LT, Bl IN7NetScaler Gatewaytzw > 3 VRU S —SRILH R N7 ISETISE
TNTVBANESHERERTEEXT,

FSTNSa—F1 Y
App ProtectionhB#%aty > a > ZiREIT 2. ROIS—HRETIFEHHD £7,
[«
+
[N
@ QIZUXORCLUKCORIc ica A Sh x
n R Type here to search
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COIZ—DEISNBRERIIRDEED T,

« PIVET R by THTZTHTHSESICHBRINTWVS,

Settings nE
Account
About

Log off

ROEEICTY & SIS, Citrix Workspace 7 1) D&HPICER/N—2avEEREZ V) v
L7cima. CoOYFHUFICEBmLET,

Just a moment, we're detecting if Citrix Receiver is already
installed.

iver s detected, you will see a window in a few seconds. P

nch Application

o 10 window appears. proceed to dow )
Workspace If no window appears, proceed to downloa:

W | agree with the

« 7SI HCitrix Workspace 7 71 Z#&H L ALY,



CITRIX WORKSPACE™ 7 /1)

Settings nE

Account

LUFOBEmEICTRY LS. Citrix Workspace 77 7 1) @& F IC Already installedz 2 1) w2 L
12ma. COTFIUFICERLET,

@ Citrix Recenver x =4 W = s ] x

~
Q

ovtlocal/Citrix/StoreWet w &

Just a moment, we're detecting if Citrix Receiver is already
installed.

detected, you will see a wind few seconds. Please

Application

appears, proceed to download

RS AR D> F 1) A #{EIE L. App Protectionh'\ g%t v 3 V%8¢ 3ICIE. Account
Settings CChange Citrix Workspace app%z 7 ') w2 L. Citrix Workspace 7 7 h'&EH T 3 %
TRHBEET,

=E1L

App ProtectionhB#17%t v > a3 > %2819 3 Ik, Citrix Workspace 7 1) DIRH D HET Y,

RESNTcLY>a>oONAT )y FESHHOREEZEE T 57D, StoreFrontEFIEE (X
deploy-solution.psi <> R® ApplyUICustomization 72 < 3> % AL T. Use light

version X Already installed# 7> 3 V& IERRICTEF X T,
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AFBEY —ILEI—J TV PRIV RRA Y P TED—RMICAEBICONT. KRIREFET )L
(LLM) ICK > THERICER TN S EEF v 7F v D, EREIHET — 22 R"HAT 58D
HOFEYT, COVRIIF. AVTSATUVRET -2 REDFRIRTHBREVRERICEVTH
ICEE T,

App Protectionid. Microsoft Recalld & 5 S ERAIBFBKENSDHDZFTL. FELEREF v
TFvDEAZRELTTIOYITEILICED. BBRBROFREICRILLET. choDREZ
MEITBDLICED, CitrixidMRBIE 7TV r—> 3>t a2 ) T BRZZEL. IRTOD
A—H-RETT—2tF*a) T Z2HIFLET

=¥

Citrix App ProtectionDEIEF v 7F v iLL#gEZ FER T 3ICIE. U TFTOOAVR—> +DT
RTORHREZGNHB I INTVBR 2R LT ZEL,

« Citrix Workspace 77 1) for Windows LTSR 2203.14F%. Citrix Workspace 77 1) for
Windows CR 2305.1L4F%

« Citrix Workspace 7 ) for iOS} 24.9.0L4B%

« Citrix Workspace 77 1) for Linux 2108L4[%

» Citrix Workspace 77 1) for Mac 2001LAB%

« Citrix Workspace 77 ') for Android 24.7.0L4B%

« Citrix Workspace 77 1) 1912L4p%

Microsoft Recallic & A EIEF ¥ 7F v DHRADTOY Y

Citrix Workspace 77 1) for Windows 2507(%. TXal —>3>F— R Tarme4XR—XDT/\1 X
HR— kL Z 9, App ProtectionDEIEF v T F v LR > —%EHAT S Z £ Ty armé4n—
X D Copilot+ PC_ETMicrosoft Recalllc K2 BEE I T V¥ FTFrvDERszEHLTIOv Y
LF¥d,
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Directord & U'Monitor\ND App Protection-f N>/

IEC®IC

Windowsa (F Citrix Workspace 77 71J (CWA) ICI&. Microsoft Recall’Z DI Y RR1A > b EDGH
DROREZFHRELR L TEHNICKRE T 3BAAADOEF2 T FT v INEATATY
F9., CNS5DREEIF. Citrix Directord &K U*MonitorlC A XY b ZIHRET B ETU T7ILEZA LD
AR EIREL. BIEEHN) XU ERRICFEML. App ProtectionZR ) & —HR E DIREN R % EA
TE3L3ICLET

BEDARY L (fzz 21X, Microsoft Recall) DIERBIFEHEITTH. CNS5DAIRY FHSDMRR
E|ZIZ. BIBEEIC K BApp Protection’R ) & —DFEIREDNNRE T,

IOa70 74 TRV RVERBER) S —DOBERZARAT 2T, BEEEZRRRERNDOI Y FRA
htFalTsZBl. FLBBERANOBHZHASICENTEEY, COTATITT4H
77O-FE BBV TILEALTEBREBZREL. WIET3DZXET S LT, Citrix®@H'R
eRTIVr—aVEEICIIY FLTVWA I ZTOICHEL T T,

Citrix Workspace 7 7. AV RAIVEA LAY MDEBR. 5&LUVV I T 7D
EA. B, AE. XEOOHIC. BRZEBEL T —BLUTNA ROFERRRICET
BTLAMIT—RZINELFT, UTZEAFT,

e /N1 RID
o« 1—1—%
o BALRRVT

¢« IP7EFLX

=
AR
« Citrix Virtual Delivery Agent: VDA/\—0 3 > 2507 4%,

s SMIYIRTFALIR—= DRIV IR N=F VLT IVr—2a XA TFUOR TRy
2603 4B,

« Citrix Monitor: DDC/\—< 3 >128L4P%,
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« Windows F Citrix Workspace 7 1) (CWA): T> KRR > MCIZ/N—2 3> 2603 LAREH 4
ETY,

o REANRYMDHE. BEBEISEETZI 7 SVRER) > — B BEF v 7F vFhLE.
DLLr>>xo>arBhlk) Z Citrix RS —%ZBL THEHRT 2HBELHD £9,

TR FOER

Microsoft Recall D&

Windows Recall &, T RRA Y FTRITINZAI ISV b THO, I—F—DBEBERIVT
SYDRF YT 3y FEREHICE v 7F v LTO—AILICREL, HHLET. CABDR
FuTvay MId. RO &S BERBERNS ENZTEENHD £,

o A1 VERICANTNEEERER.

s TRV MY TERIERRT7 T r—2 3 VICRRINZIBEHOEWT SV r—>3 >

7_:_&0
« Ly avRIIRTEINZIEEXES LUV E,

Director £ 2 — - Recall -f X~ k(/en-us/citrix-workspace-app/media/director-recall-

screenshotl.png)

FRINEES. COMBEICKD, WEBEFIIAELRI—Y—P. ty>ari&TETHETN
AADSKRT—X%BIFTESAEELHD £9,
CDARY MIWDOXEShFETH?
v g ViEEE. CWA I Windows Recall RTY RRA Y N TFIT+14 T THADESHEH
FMICHERE L E 9,
e BHAARY F: Recall MEHIN. Ty a>TEHEF v IFvBLERD S—HEMICHE->T
WARWESICEKEINT T,
c REAARY I Recall MEHEEN. Ey o a>TEHEST Y 7FvBHLERY S —AERICHE ST
WASEICXKEINE T,

Director £ 2 — - Recall -f X k(/en-us/citrix-workspace-app/media/director-recall-

screenshot.png)
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RO =% % TF v DIRH
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Ry MERBENET,

CDARY MIVWDOERFEINFITH?

Anti-DLL injection’R ) & —HBIICAE > TWBREIC. CWADMRE S NCitix 7Ot RICBH TN
TULWARUVDLLAEASNTVWE e ZEHE T3 8. DLLA VP 2023 vyARY MARESNE
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#map-client-printers
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/devices/printing.html
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-chrome/configure.html#support-for-network-printers
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/devices/client-drive-mapping.html
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/configure.html#client-drive-mapping-cdm
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-chrome/configure.html#client-drive-mapping

CITRIX WORKSPACE™ 7 /1)

- 11 WIND I« 1) MAC 108 V% HTM CHR IWA
ows VR Fv 2511. 26.9. kO L5 OME 2
2603. 9 X I 1 0 1R 2603. os CWA
20 2402 2601 26.7. 10 2603. -5
CR LTSR 0 60 =h
(32 7
Ev L
W= Ea
LU -
64

Ev

M &

KU

WIND

Oows

STO
RE

2508.
10

TWAI =qW LYy (AN LyLy Loy (AN LYy Ly (AN
N 2.0 = = z z z z z z

HERE &

A— 73 JLENRY A—H—-HPEET)E—-FFO-NILT
2B —%NLTRFFa XY hZHRITES
£IICLET,

JREAUSBU A A L2 b v aYARATUSBT /NI R (F—HKR—K,
IIR, MIFTWebh X SHY) #ERATSE
£,

SREAUSBU A A LI b v aYATUSBT /NI R (F—FR—K,
YT R, M FWebH XS4 Y) =FEHETSE
9,

ISATVRRSATIVEYT | 7718 T—RAL—URICAREIdEREINE
X I3AT7 M RSATZERTETET,

DRNAATRRAF v F—REDT AT
k

7—_
Y RTWAINTNA ZADT v EV T %L X
ER

233


https://docs.citrix.com/jp/ja/citrix-virtual-apps-desktops/policies/reference/ica-policy-settings/twain-policy-settings.html
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/configure.html#accessing-recent-apps-by-3d-touch-gesture
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https://docs.citrix.com/jp/ja/citrix-virtual-apps-desktops/technical-overview/hdx.html#hdx-insight
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#support-for-netscaler-app-experience-nsap-virtual-channel
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#support-for-netscaler-app-experience-nsap-virtual-channel
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/configure.html#bidirectional-content-redirection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/whats-new.html#bidirectional-content-redirection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/hdx-multimedia/bidirectional-content-redirection.html
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/configure.html#host-to-client-redirection
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/configure.html#browser-content-redirection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#browser-content-redirection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#server-client-content-redirection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/configure.html#customer-experience-improvement-program-ceip
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/configure.html#microphone-and-camera-access
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#webcams
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/configure.html#usb-redirection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#hdx-mediastream-flash-redirection
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/configure.html#microsoft-teams
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#optimization-for-microsoft-teams
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/hdx-multimedia/optimized-microsoft-teams.html
https://docs.citrix.com/jp/ja/hdx-optimization/2-9-ltsr/overview.html
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https://docs.citrix.com/jp/ja/citrix-virtual-apps-desktops/multimedia/windows-media-redirection.html
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#multimedia-performance
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https://docs.citrix.com/jp/ja/citrix-virtual-apps-desktops/multimedia/audio.html#audio-over-udp-real-time-transport-and-audio-udp-port-range
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#audio
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/optimized-microsoft-teams.html#support-for-webhid-api-in-ucsdk
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/2507-1-ltsr/optimized-microsoft-teams.html#support-for-webhid-api-in-ucsdk
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/hdx-multimedia/optimized-microsoft-teams.html#ucsdk-deviceid-enhancement
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-html5/sdk-api.html#support-for-unified-communications-uc-sdk
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-chrome/sdk-api.html#support-for-unified-communications-uc-sdk
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/secure-communication.html#transport-layer-security
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/2507-1-ltsr/secure-communications.html#transport-layer-security
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/secure.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/security-authentication/secure-communications.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/secure.html#tls
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/secure.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/security-authentication/secure-communications.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/secure.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/security-authentication/secure-communications.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/security-authentication/secure-communications.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/secure.html#tls
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/authenticate.html#smart-cards
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/hdx-multimedia/graphics-display.html#multiple-monitors
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/authentication.html#support-for-multi-factor-nfactor-authentication
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/authenticate.html#nfactor-authentication
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/authenticate.html#rsa-securid-authentication
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/system-requirements.html#connections-certificates-and-authentication
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/authentication.html#smart-card
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/authentication.html#domain-pass-through-single-sign-on-authentication
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-windows/configure.html#keyboard-layout-and-language-bar
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-linux/configure-xenapp.html#keyboard-layout-synchronization
https://docs.citrix.com/jp/ja/citrix-workspace-app-for-mac/devices/keyboard.html#keyboard-layout-synchronization
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https://docs.citrix.com/jp/ja/citrix-workspace-app-for-ios/configure.html#keyboard-layout-synchronization
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